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1. O6mme moJ10:KeHUA

Hacrosimmii JOKyMEHT yCTaHaBIMBaeT TpeOOBaHHA K OOECIEUeHUI0 Oe30MaCHOCTH
NEPCOHANBHBIX JAHHBIX MNPH HUX 00paboTke B HWH(POPMALMOHHBIX CHUCTEMaX, a TaKKe
MH(GOPMAIIMOHHBIX TEXHOJOTMH M TEXHUYECKUX CPEICTB, MO3BOJSIOMIMX OCYIIECTBISAThH
00paboTKy TaKUX MEPCOHATBHBIX JAHHBIX C UCIOJIH30BAHUEM CPEJICTB aBTOMATHU3ALINH.

[Momutuka paspaborana B cootBercTBHHM ¢ Koucturynmeit Poccuiickoit Deneparum,
®enepanbHbIM 3aKk0HOM OT 27 mtoist 2006 1. Ne 149-D3 «O6 nHpopmanuu, nHHOPMAITMOHHBIX
TEXHOJIOTUAX U O 3amuTe nHpopmanmmn», OenepanbHbIM 3akoHOM oT 27 uronst 2006 r. Ne 152-
@3 «O nepcoHanbHbIX AaHHBIX», [locTtanoBnenuem IlpaBurensctBa PO ot 01.11.2012 r. Ne
1119 «O06 yrBepx)aeHuN TpeOOBaHMWN K 3alIUTE IMEPCOHANBHBIX JAHHBIX NMPH WX 00paboTKe B
MH(POPMAIIMOHHBIX CHUCTEMax IEePCOHANBHBIX MJaHHBIX», [Ipukazom @OCTIK Poccum ot
18.02.2013 Ne 21 «O0 yTBEp»ACHUHU COCTaBa U COJICPKAHHUS OPraHU3AMOHHBIX U TEXHUYECKUX
Mep 1o oO0ecrieueHHI0 O€30MacHOCTH MEpPCOHAJIbHBIX JaHHBIX NpU HX 00paboTke B
WHPOPMAIMOHHBIX CHCTEMaX IEePCOHAIBHBIX JAaHHBIX» M ONPENeNseT TOPSIOK 3allUuThI
MEepPCOHAIBHBIX JaHHBIX, 00pabaTbiBaeMbIX B OpraHusaiui.

1.1. lleab MOJAUTHKH.

Onpenenutp TpeOoBaHUS 0€30MAaCHOCTU K MEPCOHAJIBHBIM JTaHHBIM, 00pabaTbIBa€MbIM B
MH(OPMALIMOHHBIX CUCTEMAaX MEePCOHANBHBIX TaHHBIX OpraHusaiiu, ¢ UeiIblo MpeAoTBpaIeHus
J000T0 HECAHKIIMOHUPOBAaHHOTO JocTyna. Kputnuneim ¢akropom 6e3onacHoctu [1/1H sBnsercs
opranuzarnus dpdexTuBHOr0 KoHTpOJIs Aoctyna K [1J{H, oOpabaTtbiBaeMbIx B HH(DOPMAITMOHHBIX
CUCTEMAx MEePCOHANBHBIX JaHHBIX. OTCYTCTBHE aIEKBAaTHOTO KOHTPOJISI JOCTYIA MOYKET BECTH K
HecaHKIIMOoHUpoBaHHOMY noctyny K MUCII/Ix Opranuzanum.

1.2. O6saacTh NpUMEHEHUS.
TpeboBanust Hacrosimield [loJMTHKM  pacnpoCTpaHAIOTCS Ha BCEX COTPYAHHKOB
Opranuzanuy (IITATHBIX, BPEMEHHBIX, paOOTAIONIMX MO KOHTPAKTY U T.I1.), a TAKXKE BCEX MPOUYUX
nu1 (IO IPSTYUKH, Ay TUTOPHI U T.11.).



2. Cocrtas u coaep:xanue Mep no odecneyenuio 6esonacuoctu II{n u njaan pador no
3ammre I1/In, o6padarbiBaembix B UCII/In Opranusanun

2.1. CocraB u conepxxaHue mep no odecneyenunio dezonacHoctu I/In

B cocraB Mep no obGecrieueHnio 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX, PEATU3YEMBIX B
paMKax CHCTEMBI 3aIIUTHI MEPCOHATBHBIX JAHHBIX C YUYETOM aKTYaJbHBIX YTpo3 0€30MacHOCTH
MEPCOHAIBHBIX JAHHBIX U MPUMEHSIEMBIX HH(POPMALMOHHBIX TEXHOJIOTHIA, BXOIAT:

e Mepsl 110 UACHTH(GHUKALINY U ayTeHTU(DUKAIUU CYyObEKTOB JIOCTyNa M 00BEKTOB JOCTyIa
JOJDKHBI 00eCTIeYnBaTh NPUCBOCHUE CyOBbEKTaM M OOBEKTaM JOCTYIa YHHKAJIbHOTO IpU3HAKa
(unentudukaropa), CpaBHEHHE  TPEABIBIIEMOro  CyObeKTOM  (00BEKTOM)  JOCTymHa
UACHTU(HUKATOPA C TEpeYHEM TPUCBOCHHBIX WICHTH(PHKATOPOB, a TaKXKe IPOBEPKY
MPUHA/UIEKHOCTH CYyObeKTy (0OBEKTy) JOCTyNna TMpPEeIbsSBICHHOTO UM HISHTH(HUKATOpa
(moaTBEpIKACHUE TIOATUHHOCTH).

e Mephl Mo ymnpaBiIeHHUIO JOCTYIIOM CYOBEKTOB JIOCTyMa K OOBEKTaM JIOCTYNa JIOJIKHBI
oOecrieunBaTh YHpaBJCHUE IMPaBaMH WM TIPUBWIETHSAMU CYOBEKTOB JIOCTYIA, pa3rpaHUYEHHE
JocTyna cyObeKTOB AOCTyNa K 00beKTaM J0CTyla Ha OCHOBE COBOKYIHOCTH YCTaHOBJIEHHBIX B
MHGOPMAIIMOHHON CHCTEME TPaBWII Pa3TPaHUYCHHUS JIOCTYIIA, a TaKkKe 00ecredynBaTh KOHTPOIIb
3a COOIOJICHUEM ITUX MPABUIL.

e Mepbl MO OTPaHMYCHHIO TPOTPAMMHON CpeIbl JOJDKHBI 00ECIeYnBaTh YCTaHOBKY H
(wmm) 3amycK TOJBKO Ppa3pemieHHOTO K HCIOJBh30BaHWIO B HH(DOPMAIMOHHOW cHCTEMe
MPOTPAaMMHOTO OOECTICYeHHSI WJIM HCKII0YaTh BO3MOXKHOCTh YCTaHOBKM W (WJIHM) 3alycKa
3aIPeIeHHOTO K MCIIOB30BaHNIO0 B MHPOPMAIIMOHHOM CUCTEME MPOTPaMMHOTO 00eCTICUSHHS.

e Mepbl 1O 3alIMTE MAIIMHHBIX HOCUTEJIEH MEPCOHAIBHBIX JAaHHBIX (CpeacTB oOpabOTKU
(XpaHeHMsI) EPCOHATBHBIX JAHHBIX, ChEMHBIX MAIIMHHBIX HOCUTEJIEH MEPCOHAIBHBIX AAHHBIX)
JOJKHBI MCKITIOYaTh BO3MO>KHOCTb HECAHKLIMOHUPOBAHHOI'O JIOCTYNA K MAaIIMHHBIM HOCUTEISM
U XpaHAIIMMCA HAa HHUX [E€PCOHAIBHBIM JIaHHBIM, a TaKXe HECAaHKIIMOHMPOBAHHOE
UCIOJIb30BAHNE ChEMHBIX MAIIMHHBIX HOCUTENIEH MEPCOHANIBHBIX JJaHHbIX.

e Mephl 10 peructparyu coObITUH 0€30MacHOCTH JODKHBI 00ecredynBaTh cOOp, 3aIuCh,
XpaHEeHHE W 3aIuTy WHpOopManum o coOBITHIX 0e30macHOCTH B MH(OPMAIIMOHHON cHCTeMe, a
TaKXe BO3MO>KHOCTb IIPOCMOTPA U aHaIN3a MHPOPMALMH O TAKMX COOBITHSX U pearnpoBaHue Ha
HUX.

e Mepsl 1O AaHTUBUPYCHOH 3amuTe JOJDKHBI oOecreuuBaTb OOHAapyXeHHE B
MHOOPMALIMOHHOM  CHUCTEME KOMIBIOTEPHBIX IporpaMm JIMOO MHOM  KOMIBIOTEpHOU
uHbOpMalKY, TPEeJHA3HAYCHHON IJI HECAHKIMOHMPOBAHHOI'O YHUUTOXEHHS, OJIOKUPOBAHMUS,
MOAU(UKAIMY, KONUPOBAaHHUS KOMIBIOTEpPHONM HH(POpPMALMM WIM HEHTpalu3aluu CpeicTB
3alUThl UHQOPMAIMHY, a TAKXKe pearupoBaHue Ha OOHapyXEHHE ATUX MTPOrpaMM U HHPOPMALIKH.

e Mepbl 1o oOHapyXeHHIO (IPEAOTBPALLEHHIO) BTOPXKEHHH JOJDKHBI 00ecrnednBaTh
oOHapyxeHHe  JeHCTBUM B UH(QOPMALMOHHOW  CHCTEMe, HalpaBJICHHBIX  Ha
HECAaHKLIIMOHUPOBAHHBIA  JOCTyl K  MH(pOpMalMM, CHOEUUaJbHble  BO3JCHCTBUSA  Ha
UHOOPMALIMOHHYIO CcHCTeMy U (WIM) [EepCOHANbHbIE JaHHblE B LEJNAX J0ObIBaHMS,
YHUYTOXKEHHUS, UCKAKCHUS U OJIOKUPOBAHUS JOCTYNAa K IMEPCOHAIBHBIM JAaHHBIM, a TaKXe
pearupoBaHHe Ha 3TH JIeHCTBUS.

eMepbsl MO KOHTPOJIO (aHAIM3y) 3AIIMIIEHHOCTH IE€PCOHAIBHBIX JAHHBIX JIOJIKHBI
oOecrieynBaTh KOHTPOJb YPOBHS 3aIIMIIEHHOCTH NMEPCOHAIBHBIX JTAHHBIX, 00padaThIBaeMbIX B
MHGOPMAIMOHHOM cucTeMe, MyTeM MPOBEIEHHUs] CUCTEMAaTHUYECKUX MEPONpPUATHI MO aHaIM3y
3alIUIEHHOCTH WH(GOPMALMOHHON CHUCTEMBl M TECTHPOBAHUIO PaOOTOCHOCOOHOCTH CHCTEMBI
3aIIUThI IEPCOHATIBHBIX JAHHBIX.

e Mepsl 10 00ECNEUYEeHUI0 LEIOCTHOCTH MH(POPMALMOHHOM CHCTEMBI M MEPCOHAIBHBIX
JAHHBIX JOJDKHBI 0oOecrednBaTh OOHApyKeHHE (AKTOB HECAHKIIMOHUPOBAHHOTO HAapyIICHUs
LEJIOCTHOCTH MH(OPMAITMOHHONW CHCTEMBI U COJEPKAIIMUXCA B HEHl MepCOHAJIBHBIX JAHHBIX, a



TaKk€ BO3MOXKHOCTh BOCCTAaHOBJICHHMS WH(POPMALMOHHOW CHUCTEMBbI M COJEP)KAIIUXCA B HEH
MEPCOHATBLHBIX JaHHBIX.

e Mephl 110 00€CIEUYEHUIO TOCTYITHOCTH MEPCOHATBHBIX AaHHBIX JOJDKHBI 00ECIeUnBaTh
aBTOPH30BAHHBIA JIOCTYI IOJb30BATENICH, MMEIOIUX TpaBa IO AOCTYNY, K MEPCOHAIHHBIM
JaHHBIM,  COAEp)KaIMMcA B  HMHOOPMAIIMOHHOH  CHUCTeME, B  IITaTHOM  peXHME
(GyHKIMOHUPOBAHUS HH(POPMAITHOHHON CHCTEMBI.

e Mepsl 10 3aIIUTE CPeAbl BUPTYAIHU3alUU JOJDKHBI HCKIIIOYaTh HECAHKIIMOHUPOBAHHBIN
JIOCTYI K TIEpCOHAJBHBIM JaHHBIM, 00pabaThIBaeMbIM B BUPTYaIbHON HWHQPACTPYKTYpe, U K
KOMIIOHEHTaM BUPTYaJbHOW WHQPACTPYKTYpbl M (WMJIHM) BO3ACHUCTBHME HA HUX, B TOM YHCIE K
CpeACTBaM yIpaBJICHUS BUPTYaJbHOW HMHQOPACTPYKTYpPOW, MOHHUTOPY BHUPTYAJIBHBIX MAaIlluH
(runepBu30py), CUCTEME XPaHEHMsI IaHHBIX (BKJIIOYAsi CUCTEMY XpaHEHUsI 00pa30B BUPTYaJIbHOMN
WHQPPACTPYKTYPHI), CETH Tepeladdl ITaHHBIX 4Yepe3 3JIEMEHTHl BHUPTYAIbHOW WM (DU3HUYECKOH
WHQPACTPYKTYpbI, TOCTEBBIM  OIIEPAIMOHHBIM  CHUCTEMaM, BHUPTYaJbHBIM  MAalldHAM
(KOHTeiHepaM), CUCTeMe M CETH PEIUTMKAINN, TEPMUHAIBHBIM M BUPTYaIbHBIM YCTPOWCTBAM, a
TaK)K€ CUCTEME PE3EPBHOTO KOMMPOBAHUS U CO3/1aBAEMBIM €10 KOTIHSIM.

e Mephl 10 3alIMTe TEXHUYECKUX CPEICTB JOJDKHBI MUCKIIIOYATh HECAHKIIMOHWPOBAHHBIN
JOCTYH K CTallHOHAPHBIM TEXHHUYECKHM CPEICTBaM, 00pabaTHIBAIOIINM NEPCOHATBHBIC JaHHBIE,
cpenctBaMm, obOecnednBaromuM (PyHKIIMOHUpOBaHWE WH(GOPMAITMOHHONW CHUCTEMBI (maiee -
cpeactBa oOecrieueHHs] (YHKIIMOHUPOBAHUS), ¥ B TIOMEIIECHHUS, B KOTOPBIX OHHU TIOCTOSHHO
PAcCIIOIOKEHBI, 3alIUTy TEXHWYECKUX CPEACTB OT BHEIIHUX BO3ICHUCTBUH, a TaKkkKe 3allUTy
MEPCOHATBHBIX TAaHHBIX, MPE/ICTABICHHBIX B BHJIE HH()OPMATHBHBIX YIEKTPHUECKUX CHTHAIIOB U
(bu3NYECKUX MOJEH.

e Mepsl 1o 3ammuTe WHPOPMAMOHHON CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U W Iepeaadn
TAHHBIX JOJDKHBI 00eCneunBaTh 3aIIUTy MEPCOHAIBHBIX JAHHBIX IPU B3aUMOJECHCTBUU
MH(POPMALIMOHHON CUCTEMBI WM €€ OTAEIbHBIX CETMEHTOB C HMHBIMH HH(MOPMALMOHHBIMU
cucreMaMu U MH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMU CETSAMHU MOCPEACTBOM IPUMEHEHMUS
apXUTEKTypbl HH(POPMALMOHHOM CHUCTEMBl W MPOEKTHBIX pEIIEHHWH, HalpaBJIEeHHbIX Ha
oOecrieyeHrne 6€301aCHOCTH NEPCOHAIBHBIX IaHHBIX.

e Mepbl 1O BBISIBJICHHIO MHLIUACHTOB M PEarMpoOBaHUIO Ha HUX JIOJDKHBI 00ecreunBaTh
oOHapyxeHHe, UIeHTU(DUKALNIO, aHaJIU3 MHLUUACHTOB B MH()OPMAIMOHHON cHCTEME, a TaKkKe
IIPUHATUE MEP 10 YCTPAHEHUIO U MTPETYIPERKACHUIO HHIIUICHTOB.

e Mepsbl 10 ynpaBiaeHUIO KOH(pUrypanueid HHGOPMaLMOHHON CUCTEMbI U CUCTEMBI 3Ll ThI
NIEPCOHATBHBIX JAHHBIX JOJDKHBI OOecreuuBaTh YINPaBICHUE H3MEHEHHUSMH KOH(UIrypanuu
MHOOPMALIMOHHON  CUCTEMbI M  CHCTEMBl 3allUThl NEPCOHAIbHBIX JAHHBIX, aHaIU3
MOTEHIMAIBHOIO BO3JEHCTBUS IUIAHUPYEMBIX H3MEHEHMH Ha oOecrieueHHe O€30MacHOCTH
NEPCOHATBHBIX JAHHBIX, a TAK)KE JOKYMEHTHUPOBAHUE 3TUX U3MEHEHHH.

Jlis peanu3alMy yKa3aHHbIX Mep MO oOecledyeHH0 Oe30MacCHOCTH MOT'YT MPUMEHSATHCS
ME)XCETEBbIE SKpaHbl, CUCTEMbl OOHAPY)KEHUsI BTOPXKEHMH, CPEJCTBA aHAIM3a 3alIUIICHHOCTH,
CIELUAIU3UPOBAHHBIE KOMITJIEKCHI 3aIlUThl U aHAIN3a 3aIUIEHHOCTH HHPOPMAaLIUK.

Jns 3amutsl [1/1H, npenctaBieHHON B BUIe HHPOPMATUBHBIX AJIEKTPUYECKUX CUTHAIOB U
¢bu3nYecKuX MoJyiel MOTyT IPUMEHATHCS CIIeIyIOLIIe METOIbl U CIIOCOObI 3alUThl HH(DOPMAIIH:

® 1CII0JIb30BaHNE TEXHUUECKUX CPECTB B 3aLUIICHHOM HUCIOJIHEHUY;

® JCIOJIb30BaHUE CPE/ICTB 3aLIUThI HH(POPMAIIUH, POIIECIIINX B YCTAHOBICHHOM MOPSIKE
IIPOLENYPY OLIEHKH COOTBETCTBHUS;

e pa3MelleHre 0ObEKTOB 3alIUThl B COOTBETCTBUU C MPEANUCAHUEM Ha SKCIUTyaTaluIo;

e pa3MelleHHe NOHIKAUINX TPaHCHOPMATOPHBIX MOACTAHIMHA HIEKTPONUTAHUS U
KOHTYpPOB 3a3€MJICHUS] TEXHUYECKHUX CPEJICTB B Mpeieax OXpaHsIeMOl TeppUTOPUH;

e oOecrieuyeHHE pa3Bs3KU LENe SJIeKTPONMHUTAHUS TEXHHUUYECKUX CPEACTB C MOMOIIBIO
3alIUTHBIX (QUIBTPOB, OJIOKUPYIONUX (TIOAABISAIONINX) HH(OPMATUBHBINA CUTHAIT;

e o0ecrieyeHne >IEKTPOMArHUTHOW Pa3BsA3KU MEXKIY JIMHUSAMH CBSI3U U JPYTUMH LETSIMU
BCIIOMOTATEJIbHBIX TEXHUYECKUX CPEJCTB W CHCTEM, BBIXOJSIIMMHU 3a IpeNesibl OXpaHseMOn
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TEPPUTOPUU, U HWHGOPMAIMOHHBIMH IIETSIMU, IO KOTOPHIM IUPKYJIUPYET 3alluiaeMas
uHpOpManus.

Bo3moxHble MeToabl U criocoObl 3amuthl [1/1H, IpencTaBieHHbIX B BUAE aKyCTUYECKOM
(peueBoit) nHPOPMAIIUY, 3aKITIOYAIOTCS B PEATM3ALUU OPraHU3alMOHHBIX U TEXHUYECKHX MeEp
st o0OecrieyeHns 3BYKOM3OJSIMM OTPAXKAAIOUINX KOHCTPYKIUH IOMEIIEHUH, B KOTOPBIX
pacnoJjio’)keHa HH(popMalMOHHAsT CUCTEMA, UX CUCTEM BEHTWUJISLUU U KOHIUIIMOHUPOBAHUS, HE
MO3BOJISIONICH BECTH MPOCITYIIUBAHUE aKyCTHUECKOH (pedeBoil) mH(OpMaIK MpU TOJI0COBOM
BBOJC IE€PCOHANBHBIX JAHHBIX B HH(OPMAIIMOHHOM CHCTEME WM BOCIPOU3BEACHUHU
nH(POpPMAINY aKyCTHUECKUMHU CPEICTBAMH.

2.2. IllpyHIMIBI U cNIOCOOBI ONpeieIeHHs AKTyaIbHBIX YIrpo3 0esonacHoctu I1/In

Jlst BBIOOpa M peanuzaiyu Mep no odecrnedenuro 6ezonacHoctu [1/[H B uHbOpMAITMOHHON
cucremMe OpraHu3allid Ha3Ha4yaeTcs OTBETCTBEHHBI 1O  3amure HMHPOpMAUM B
MH(OPMALIMOHHBIX CHCTEMAX MEPCOHATbHBIX JTaHHBIX.

Beibop wu peamuzamms mep mno obOecnedenuto Oe3omacHoctu [I[lm B UWCIIH
OCYILIECTBIISIIOTCS. Ha OCHOBe, ompenenseMblx B OpraHuzanuu, yrpo3 0€30MacHOCTH
MEPCOHANBHBIX JAaHHBIX (MOJEIb Yrpo3) M B 3aBUCUMOCTH YpOBHs 3amumieHHoctd II/IH,
onpeneneHHoro B cootBeTcTBUM ¢ IlocranoBnenmem IlpaBurensctBa ot 1.11.2012 1. Ne 1119
«O0 yTBepKIeHUM TpeOOBaHUI K 3alllUTe MEepPCOHAJIbHBIX JAaHHBIX NpU HUX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHATBHBIX TaHHBIX.

Monens yrpo3 pa3zpadaTbiBaeTCs Ha OCHOBE CIEAYIOUIUX METOAUYECKUX JOKYMEHTOB:

e bazoBas Mojenp yrpo3 0€30MacHOCTH TIEPCOHAIBHBIM JaHHBIM TpU 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX MEepPCOHANbHBIX JAaHHBIX, YTBepKIeHHOW 15 despans 2008 r.
3amectutenem agupekropa PCTIOK Poccun;

e Meroauka onpeieNieHHs aKTyaJlbHbIX yIpo3 0€30MacHOCTH MEePCOHATBHBIX JAaHHBIX MpPU
00paboTke B MHGOPMAITMOHHBIX CHCTEMaX MEePCOHABHBIX JIAHHBIX, YTBEPKIeHHON 14 deBpans
2008 r. 3amectureneM aupekropa ®CTIK Poccumn.

Monens yrpo3 nepcoHalIbHBIM JJaHHBIM COCTaBIISI€TCSl OTBETCTBEHHBIM 1O 3amute [1JIH u
yTBepkaaerca pykopoautenem Opranuzamu. [lepuoaudHOCTh mepecMoTpa MOJECIH YIpo3 JUis
kaxgoit UCII/{n onpenenena B myHKTe 2.4. JTaHHOTO JTOKYMEHTA.

2.3. Onpenenenne ypoBHs 3amumedHocT I1/{n

[Ipu 0OpaboTKe nepcoHaIbHBIX JaHHBIX B HHGOPMAIIMOHHBIX CUCTEMAaX YCTaHABIIUBAIOTCS
ypoBHH 3amuiieHHocTy [1/{n B cootBercTBUU ¢ [locTanoBnenuem IlpaBurensctBa ot 1.11.2012
r. Ne 1119 «O06 yrBepxkaeHUN TpeOOBaHUH K 3allTUTE NMEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKe
B UH(OPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX).

IIpu ompenenenun ypoBHs 3ammiieHHoctu [1/ln, mpu ux o6padotke B UCIIAH
YUUTBHIBAKOTCS CJIEAYIOLINE UCXOIHbIE JAHHbBIE:

e KaTeropusi 00pabaTbIBaeMbIX B MHGOPMAIIMOHHOM CHCTEME MePCOHABHBIX TaHHBIX;

e o00beM 00pabaTbIBa€MbBIX MEPCOHAIBHBIX JaHHBIX (KOJHUYECTBO CYOBEKTOB
MepPCOHATBHBIX JAaHHBIX, IEPCOHATbHBIC JaHHBIE KOTOPhIX 00pabaThIBatOTCs B MHGOPMAITMOHHOMN
CUCTEME);

® 3aJ]aHHBIE OMNEPATOPOM XAPAKTEPUCTHKU OE30MACHOCTH TMEPCOHANBHBIX HaHHBIX,
o0OpabaTbIBaeMbIX B MHPOPMALIMOHHON CHCTEME;

e TuM yrpo3 6e3onacHoctu [1/1H, akTyanbHBIX 17151 UHGOPMAITMOHHON CHCTEMBI;

e npoBepsieTcs ycaoBue npuHaanexxHoctu [1/In cotpyanukam onepatopa I1/[H niam nHbiM
CyOBbeKTaM, He SBIIAIOUIUMCS COTPYAHUKAMH OTlepaTopa.

[To pesynmbraTam aHanmM3a MUCXOJHBIX JAHHBIX WH(GOPMAIMOHHBIX CHUCTEM IMEPCOHATHHBIX
JAHHBIX TPHUCBAUBAETCS COOTBETCTBYIOIIMI ypOoBeHb 3amuieHHoctd [IJ[H, u cocraBisercs
«AKT omnpeneneHus ypoBHs 3amumieHHoctd IIJIn, npu ux o6paborke B HCIIdB»,
yTBEpKJ1aeMbli pykoBoauTeneM Opranu3aiuu.



VYpoBeHb 3alUIIEHHOCTH MTEPCOHATBHBIX JAHHBIX MOXKET OBITh MEPECMOTPEH:

® 110 PELICHNIO OTBETCTBEHHOTO 10 3amute [1/[n B Opranuzanmu Ha OCHOBE MTPOBEICHHBIX
UM aHajJM3a U OLIEHKU yrpo3 0e30MacHOCTH NEPCOHATBHBIX JAHHBIX C YU€TOM OCOOCHHOCTEH M
(vu) M3MEHeHUH KOHKPETHON MH()OPMAITMOHHON CHUCTEMBI;

e [0 pe3ylbTaTaM MEPONPUATHA MO KOHTPOJIO 32 BBIIOJHEHHEM TpPEOOBaHUN K
o0ecrieyeHnI0 OE30MaCHOCTH MEPCOHATIBHBIX JAHHBIX NMPH HX 00paboTKe B MH(MOPMAIIMOHHOMN
cHucTeMe.

2.4. Ilnan MeponpusiTuii o odecneyennio 6ezonacioctu [In

Jnsi obecniedeHust 0E30MACHOCTH MPOIECCOB OOpPaOOTKHM TEPCOHANBHBIX JAaHHBIX B

Opranuzanuu, TOJDKHBI OBITH BBIIOJTHEHBI pa00ThI, B COOTBETCTBUH C TUIAHOM, YKa3aHHOM HIKE:

Meponpusitue ‘ Ilepuogu4HoOCTH
Opranu3anyoHHble MEpONPUATHS
O6cnenoBanre NHOOPMALIMOHHBIX CUCTEM NMEPCOHATIBHBIX TAHHBIX pa3oBoe
Onpenenenune nepeuns UCIIn pa3oBoe
Onpenenenne obpadateiBaeMbIX [1JIH 1 00BEKTOB 3a1IUTHI pa3oBoe
Omnpenenenue Kpyra Jidl, ydacTByromux B oopadotke [1/1n pa3oBoe
Omnpeenenre 0TBETCTBEHHBIX JIUII, YIACTBYIOMINX B 00paboOTKe pa3zoBoe

Onpenenenne TmpaB pa3rpaHUYEHUs JOCTyIa TOJIb30BaTeNeil | pa3oBoe
UCII[JH, HeoOXOOWMBIX  JJIS  BBIOJTHEHHS  JOJDKHOCTHBIX
00s3aHHOCTEH

Ha3nauenne OTBETCTBEHHBIX 3a O€30MAaCHOCTh W OPTaHU3AIMIO | Pa30BOE
NCTIn

Onpenenenre  ypoBHS — 3alIUIIEHHOCTH Il o1 Bcex | pa3oBoe
otBeTcTBeHHBIX MCITIH

YcranoBneHue KoHTpoJupyemoi 30Hb1 BOKpyr MCII /I pazoBoe

Br16op momerenuit s ycraHoBku anmapatHbeix cpencts UCIIH B | pasoBoe
MOMEIIECHUAX, ¢ 1enbto uckimoueHuss HC nuu, He IOmyleHHbIX K
obpaboTtke 1/l

Opranuzanus pexxuMa U KOHTPOJIS JOCTyma (0XpaHbl) B MOMEIIEHUS, | pa30BOe
B KOTOPBIX yCTaHOBJICHHI anmnapatHbie cpencrsa UCI[In

OpraHI/I3aI_[I/IH IopsaKa p€3€pBHOIO KOIMUPOBAHHA U BOCCTAHOBJICHUA | pa30BOC
SaHlHHlaCMOfI I/IH(bOpMaI_II/II/I Ha TBEPABIC HOCUTECIINU

BBEJICHHE B JiciicTBUE HHCTPYKUMH 110 3amute MCITIH pazoBoe

Opranuzanus HHQOPMHUPOBAHUS U OOYYEHHUS COTPYJHHKOB O | pa3oBoOe
nopsiake oopadboTku u 3anuThl [1/{H

Pa3paboTka MOMKHOCTHBIX HHCTPYKLMNA 0 mopsiake oopadotku [1/Jx | pazoBoe
1 00eCrieYeHNH BBEJICHHOTO PEKHUMa 3allUThI

Pa3pa60TKa I/IHCTPYKI_II/Iﬁ (6] HeﬁCTBHH B ClIyda€ BO3HHUKHOBCHUA | pa30BOC
BHCIITATHBIX CI/ITyaI_II/Iﬁ

PazpaGoTtka monoxenus o0 oOpaborke wu 3ammre [1J[H, | pazoBoe
obpabateiBaembix B UCI1JIH

yTBep)KI[CHI/IC MOJUTUKHU O€30ITaCHOCTH IEPCOHAJIBHBIX TAHHBIX pa3oBoOC

Opranu3anus )xypHajia yuera oOpauienus cyorexro 1] pasoBoe

OpraHI/BaHI/IH NEepeUHs MO YUYCTY TCXHHYCCKUX CPCACTB U CPCACTB | pa30BOC
3aI0UTHI, d TAKKC NOKYMCHTAIIUN K HUM

Opranu3anus TOCTOB OXpPaHbI I MPOIMYCKa B KOHTPOJIUPYEMYIO | pa30BOe
30HY

HNHkeHepHO-TeXHHYECKHE MEPONIPUATHS

BHenpeHne  TEXHUYECKOM  CHUCTEMBI  KOHTpOJII  JOCTyHna B | pa3oBOE
KOHTPOJMPYEMYIO 30HY U IOMEIIEHUS




Brenpenue TeXHMYECKON CUCTEMBbI KOHTPOJIS JAOCTYyINA K JIEMEHTaM | pa3oBoe
NCIIx

YcTaHOBKa JKaaK031 Ha OKHAX pasoBoe
Buenpenue pesepBHbIX (AYOIMPYIOIIMX) TEXHUYECKUX CPEACTB | pa3oBOE

kioueBbIx d5eMenToB UCIT/Ix

Meponpusitusi no BHeapennto C3U or HCJI

Buenpenue cuctembr 3amutel oT HCJl Ha paGoumx CTaHIUSAX U | pa3oBOe
cepBepax

Brenpenune cucreMsl aHTUBUPYCHOM 3aLUThI pa3oBoe
BHenpeHue cpelicTB MEKCETEBOI0 IKPAHUPOBAHUS pa3oBoe
BHenpeHue cpe/ICTB aHaJIM3a 3aIlIUIIEHHOCTH pa3oBoe
Buenpenue cpenctB 0OHapyKeHHsI BTOPKEHHM paszoBoe
Coznanue KypHajga BHYTPEHHUX NPOBEPOK U TMOAJEPKAHUU €r0 B | €XKEMECIUHO
aKTyaJIbHOM COCTOSIHUH

KoHnTpons Hax cobmonenuem pexxnuma oopadotku [1J1x €)KEHEJICIbHO
KoHTposb HaJl coOuioieHueM pexuMa 3aIuThl €KETHEBHO
KoHTposb HaJl BBINOJIHEHNE aHTUBUPYCHON 3alllUThI €)KEHEICIbHO
KoHnTposas Han cobmtoeHneM pexkuMa 3allluThl TPU HOJKIIOYEHUH K | eXKEeHeIeIbHO
CETSIM 00IIIeT0 MOJB30BAHMS M (HMJTH) MEXKTYHAPOTHOTO OOMEHA

[IpoBenenne BHYTPEHHHX MPOBEPOK HA MPEIMET BBISBICHUS | €KEr0JHO
W3MEHEHUN B pexkuMe 00paboTku u 3antuThl [1][H

KoHTpons 3a OOHOBIEHHMSIMH MPOTPAMMHOIO OOECHeueHUsT U | eXKEeHeleIbHO
eauHOooOpa3us npumensemoro 10 Ha Bcex anemenTax UCIIIn

KoHTposs 3a oGecieueHueM pe3epBHOTO KOIMPOBAHUS €KEMECSIYHO
Opranuzanus aHajau3a M TEpecMOTpa HUMEIOIIMXCS  yrpo3 | €XKeroaHo
6e3omacuoctu [1/1H, a Taxke mpencka3aHue MOSIBICHUS HOBBIX, €I

HEU3BECTHBIX YIPO3

[lognep>kxanue B aKTyaJlbHOM  COCTOSIHUM ~ HOPMAaTHBHO- | €KEMECSIYHO
OpraHU3aIMOHHBIX JOKYMEHTOB

Kontpons 3a pa3paboTkoii U  BHEAPEHHMEM M3MEHEHHH B | €KEMECSIYHO
MporpaMMHOe o0ecrieueHue COOCTBEHHOM pa3pabOTKU WM IITATHOE

[10, cneunansHO nOpabaTeiBaeMOe COOCTBEHHBIMU Pa3pabOTUYMKAMU

WM CTOPOHHUMH OpraHu3alusIMu

TectupoBanue peanuzauuu npasuil GuiabTpauuu Ha MO, HaCTpoOeK | €XKEMECIUHO

CHUCTCMBbI 3alllUTHI OT HCI[, CHUCTEMBI 3alIUThl OT BUPYCOB, CUCTCMBbI
O6H3py>KCHI/I$I BTOp)KeHI/Iﬁ K aHaJIM3a 3allUIIICHHOCTH




3. TpeGoBaHusi no odecnevyeHNI0 0€30NMACHOCTH NMEPCOHAIBHBIX JAHHBIX

BriOpannbie ¥ peann3oBaHHBIE Mepbl 1Mo oOecreyeHuto OezomacHocTu [1J[H MOKHBI
o0ecrieynBaTh HEHTPAIN3AUIO TPEAIIOIATAEMBIX YTPOo3 0€30MMacCHOCTH MEPCOHATBHBIX JaHHBIX,
npu ux o6paboTke B MH(MOPMAIIMOHHBIX CUCTEMaX B COCTAaBE CHCTEMBI 3aIIMTHI EPCOHATBHBIX
naHHbIX OpraHu3anum.

Cucrema 3alUThl IEPCOHAIBHBIX JaHHBIX, CTPOUTCS Ha OCHOBAHUU:

e Monenmu yrpo3 0€30MacCHOCTH TMEPCOHAIBHBIM JaHHBIM TIpU HX 00padoTkKe B
MH(POPMAIIMOHHON cucTeMe mnepcoHanbHbIX MaHHBIX «CoTpymuuku» JII' MAZIOY «IC Ne 3
«3Be3109KaY;

e Monenmu yrpo3 0€30MacCHOCTH TMEPCOHAIBHBIM JaHHBIM TIpU HX 00paboTkKe B
MH(GOPMAIIMOHHON cHcTeMe MepcoHANBHBIX NaHHBIX «Bocmuranaukuy JII' MAJIOY «JIC Ne 3
«3Be3109Ka;

e TeXHUYECKOTO MPOEKTa «CHUCTEMbI 3alllUThl MEPCOHAIBHBIX JAaHHBIX WH(OPMALMOHHBIX
cuctem nepcoHanbHBIX JaHHBIX JII MAZIOVY «JIC Ne 3 «3Be3mouka»,

e PykoBosmux qokymeHTOB @CTIOK u ®Ch Poccun.

BriOpannbie HeoOxoaumble Meponpuatus mno 3amure [IJIH oTpaxkatorcs B «Onucanuu
CUCTEeMBI 3aiuThl IepcoHaTbHBIX JaHHBIX JII' MAJIOY «JIC Ne 3 «3Be3goukan.

3.1. TpedooBanus no odecneyenuto 3amuThl B UCII/In «CoTpynHuxum»
u UCIIAn «BocnuTaHHUKW»

Jusa 3amutel ot HC/| B UCII[IH Ha pa®ouMx CTaHIMSAX M CepBepax YCTaHABJIMBAETCS
CpencTBa 3alluThl HHPOPMAIUU, 00€CTIEYNBAIOIITHIE:

— Wnentudukanus u ayreHTUPUKAIMS TOJIb30BaTeNel, SBISIOMMXCS PaOOTHHUKAMU
orepaTopa;

— VYmpasienue uAeHTU(UKATOPAMH, B TOM YHCIIE CO3JIaHUE, IPUCBOCHUE, YHUUTOKEHUE
UJEHTU(UKATOPOB;

— VYmpaBieHue CpelcTBaMU ayTeHTH(QHUKAIMK, B TOM YHCJIE XpaHEHHE, BbIAaua,
MHULMATU3a1Ms, OJJOKUPOBAHUE CPEJICTB ayTeHTHU(PHUKAIIMN U IPUHATHE MEP B Cllyyae yTpaThl U
(W) KOMIPOMETAIMK CPEACTB AyTEHTU(DUKAITUY;

— 3amuTa 00paTHO CBSI3U MpU BBOJE ayTeHTU(DUKAIIMOHHOM HHpOpMau

— Unentudukanusa u ayreHTU(UKALMs MOJIb30BATENCH, HE SABISAIOIUXCA PAOOTHUKAMU
orepaTopa (BHEUIHUX MOJIb30BaTENECH);

— VYmnpapneHue (3aBeleHUE, aKTUBAIMs, OJIOKMPOBAaHHE W YHUYTOXKEHHE) YYETHBIMU
3aMMCsSIMH I0JIb30BaTENICH, B TOM YMCIIe BHEIIHUX MOJb30BaTENeH

— Peanuzanust He0OXOAUMBIX METOJIOB (AUCKPEMOHHBIN, MaHIATHBIN, POJIEBON HIIM UHOMN
METO]1), TUIIOB (YTEHUE, 3aMKCh, BHIMIOJIHEHUE WM MHOM TUIT) U MIPaBUJI pa3rpaHudeHUs IOCTYIIA;

- VYnpasnenue (unpTpanms, MapuIpyTHu3anus, KOHTPOJIIb COCTMHEHHIA,
OJIHOHAMpaBIICHHAs] TIepeaya U MHbIE CIOCOOBI YIpaBlieHUs1) WH(POPMALMOHHBIMU MOTOKAMHU
MEXAYy YCTpPOWCTBaMH, CETMEHTaMH HMH()OPMAIIMOHHOW CHUCTEMBI, a TaKkKe MEeXIy
nH(OPMALMOHHBIMU CUCTEMAMH;

— Pa3znenenne mnomHOMouMit (posed) ToJb30BaTeNed, aIMUHUCTPATOPOB U JIUII,
oOecneunBaroIuX GyHKIMOHUPOBaHNE UH(POPMALIMOHHON CHCTEMBI;

— HasHayeHne MUHMMAaJIbHO HEOOXOJMMBIX TpaB M TNPHUBHIETUH MOJB30BATEISIM,
aIMUHHUCTpaTOpaM M JMIaM, oOecrneyuBalomM (YHKIMOHUPOBAHUE HH(MOPMAIMOHHOMN
CHCTEMBI;

— OrpaHMyeHHe HEYCHEUIHbIX MONBITOK BX0Ja B MH(MOPMAIMOHHYIO CUCTEMY (JOCTymna K
MH(POPMAIMOHHOM cucTeme);

— Peanuzanus 3alIMIIEHHOrO yJAJ€eHHOTO JOCTyMa CYOBEKTOB JOCTyma K OOBEKTaM
JI0CTYIa Yyepe3 BHEIIHNE HH(POPMAITMOHHO-TEIEKOMMYHHKAIIMOHHBIE CETH;

— VYrmpaBieHue B3auMOJEHCTBHEM C HWH(POPMAIMOHHBIMU CHCTEMaMU CTOPOHHHUX
opranu3zaiuii (BHeIHUEe UH(HOPMAIIMOHHBIE CUCTEMBI);

10



— Ormpenenenne CcOOBITUH 0€30MACHOCTH, MOJUIEKAIIUX PErHCTPaluu, U CPOKOB HX
XpaHEHUS;

— OrmpeneneHne coctaBa W CoJepkaHus WHGOPMAUMU O COOBITUSX OE30MacHOCTH,
MOJUIeXkKAIIUX PETUCTPALINH;

— CoOop, 3anuce W XpaHeHwe HH(POpPMANHKA O COOBITHSX O€30MaCHOCTH B TCUCHHUE
YCTaHOBJIEHHOTO BPEMEHH XPaHCHHUS;

— 3amuTa MHPOPMAITUH O COOBITUSX 0E30MaCHOCTH;

— Peanu3zanust aHTUBUPYCHOM 3alUTHI,

— OOHoBieHne 0a3bl JAHHBIX IPHU3HAKOB BPEJOHOCHBIX KOMITBIOTEPHBIX IPOTPaMM
(BHpycoB);

— Opranu3zanus KOHTPOJIMPYEMOW 30HBI, B TpeAesax KOTOPOW MOCTOSHHO Pa3MelaroTCs
CTallMOHapHbIE TEXHUYECKHUE CPEICTBa, oOpadarbiBaromiie MHGOPMALMIO, U CPEJICTBA 3AIUTHI
nH(popMalny, a TaKKe cpesicTBa o0ecnieueHns QyHKINOHUPOBAHUS;

— KoHTpons 1 ynpaBieHue GU3NIeCKUM JOCTYIIOM K TEXHUYECKHM CPEJICTBAM, CPEJCTBAM
3anIuThl HH(OPMAIIMH, CPEICTBAM oOecrieueHusT (PyHKIIMOHUPOBAHMSI, a TAK)KE B MOMELICHUS U
COOPYXEHHs, B KOTOPHIX OHH YCTaHOBJIICHBI, HCKIIOYAIONINEe HECAHKIMOHUPOBAHHBIN
¢buznueckuit 1ocTyn K cpeacTBam o0paboTKK HHGOpMAIMU, CPeICTBAM 3aIIUThl HHGOPMAUU U
cpeactBam oOecrieueHHsT (YHKIIMOHUPOBAHHS HH(MOPMAIIMOHHON CHCTEMBI, B TOMEIICHUS W
COOPYXKEHHSI, B KOTOPBIX OHU YCTaHOBJICHBI,

— Pa3zmenienune ycTpoicTB BBIBOJIa (OTOOpa)keHWs) WH(OpMAIMK, HCKIIOYAIONEe €€
HECAHKIIMOHUPOBAHHBIA IPOCMOTP;

— KoHTposb ycTaHOBKHM OOHOBJICHHI TPOTPaMMHOTO O0ecIieueHus], BKIItoYasi 0OHOBIICHHE
MPOTPAMMHOTO 00€CTICUCHHUSI CPEJICTB 3aIUTH HHPOPMAITUH;

— Kontpons paboTocmocoOHOCTH, MapaMeTpoB HACTPOMKHM U MPaBUIBHOCTH
(YHKIIMOHUPOBAHUS TPOTPAMMHOTO 00€CTICUCHHUS U CPEACTB 3alUThl HH(POPMAIIHH;

— KoHTponb cocTraBa TEXHHYECKHX CPEACTB, MPOrPaMMHOTO OOecTeyeHHs] U CpEeACTB
3aIuTHl HHOOPMAITHIH;

— OOecnieueHre 3alllUThl MEPCOHANBHBIX JaHHBIX OT PACKPBITUSA, MOAU(PUKAIMHN U
HaBs3bIBaHMs (BBOJA JIOKHOW WHGOpPMAIMHM) TIpH €€ repenaade (MOArOTOBKE K Iepeaade) Io
KaHajaM CBSI3M, HMEIOIIUM BBIXOJ 3a IMpeleNnbl KOHTPOJIUPYEeMOW 30HBI, B TOM YHCIE
OecIpOBOIHBIM KaHAJIaM CBS3H.

3.2. TpeGoBanus no opranuzauuu odecneyenusi 6ezonacuoctu B UCIIAn

Peructpupyembie cucremoit 3amutsl oT HCJ[ coObITHs 6€30MacHOCTH HAa KOMIBIOTEpax U
cepepax MCIIJIlH 10JKHBI NpOCMATpPUBATBCA M AHAIM3UPOBATHCS HA HAJIMYME HE
CaHKIIMOHUPOBAHHBIX JIEHCTBUN aJMUHUCTPATOPOM O€30MaCHOCTH MO PACIUCAHUIO, YKa3aHHOMY
B nyHkre 2.4. Jnsg >dexTuBHOIN 3amMTHI OT BPENOHOCHBIX MpOrpaMM M BHPYCOB Ha
koMmrptoTepax u cepBepax MCII/In nepuoanuecku (1o pacnucaHuio, YKa3aHHOMY B MyHKTe 2.4)
JOJIKHBI IPOBEPATCA AKYpPHAJIbl CUCTEMbl aHTUBHPYCHOM 3aIUTHI.

Hna obecneuenus 3aumtel MCII[IH ot yrpo3 ©Oe3omacHoctu I1[lH B Opranuzanuu
HE00X0IMMO 00eCTIeUUTh:

® KOHTpPOJb JIOCTYyNa MOJIb30BaTEICH K 3allMIaeMbIM pecypcaM B COOTBETCTBUM C
MaTpULEn JOCTYIIA;

® yueT BCeX 3alllMIAeMBbIX HOCUTeNled HH(OpPMAalUKM C TOMOIIBI0 MX MAapKUPOBKU U
3aHECEHHE YUETHBIX JaHHBIX B )KypHAI y4eTa ¢ OTMETKOU 00 uX Bblfaue (Mpueme);

e pusnyeckas OXpaHa TEXHHYECKUX CPEACTB HMH(POPMAIMOHHON CHCTEMBI (YCTPOMCTB H
HOocuTenel wuH(poOpManuu), NpeaycMaTpUBAIOIIAas KOHTPOJIb JOCTylla B  IMOMEIIEHUS
MOCTOPOHHUX  JIML, HaJU4YME€ HAJASKHBIX MPENATCTBUM JUIsI  HECAHKIIMOHHUPOBAHHOTO
MIPOHUKHOBEHUS B TIOMEIIEHUS ¥ XPaHUJIUIIE HOCUTENel nHpopmanuu;
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® HaNM4YMe CPEACTB BOCCTAHOBJCHHS CHCTEMBI 3alIUThl TEPCOHAIBHBIX JAHHBIX,
NpeIyCMaTPUBAIOIINX BEICHHE JIBYX KOIUH IMPOrPAaMMHBIX KOMIIOHEHTOB CPEJICTB 3aIlUTHI
nH(pOpMAINH, UX MIEPHOANYECKOE OOHOBJICHHUE H KOHTPOJIb pab0TOCIOCOOHOCTH.

® Ipoliecca KOHTPOJSI 3a IICNIOCTHOCTHIO MPOTPAaMMHON W HMH(DOPMAIMOHHOW YacCTH,
IIPOLIEYpbl BOCCTAHOBJIEHUS (110 paCIUMCaHMIO, YKa3aHHOMY B ITYHKTE 2.4).

3.3. Hopsiaox opranuzauun gocryna k UCI/In

Bce mnonbzoBarenu UCII[An nomxusl umerh jnoctyn k pecypcam MHCII/IH Tonpko B
COOTBETCTBUHU C pa3pelICHHUsIMH, YCTAaHOBICHHBIMH B «Marpuie I0CTyma IoJIb30BaTeNel K
pecypcam UCITdn».

Opranuszanust 1ocTyna HOBOTO moJib3oBateneid k pecypcam HCII[H ocymecTBisieTcs
CJIeIYIONTUM 00pa3oM:

1. CormacoBanue poctyma moib3oBarens k pecypcam MHCII[lH u poGaBieHue
noJib30BaTens B « CIECOK JIUII, JIOCTYIT KOTOPBIX K TIEPCOHAIBHBIM JJAHHBIM, 00pabaThIBa€MbIX B
NCTI/In HeoOxoquMm /1715 BBIIIOJIHEHUS CIIY’K€OHBIX (TPYIOBBIX) 00s13aHHOCTENY;

2. OsnaxomuieHue mnonb3oBatens ¢ «llomoxxennem o0 oOpaGotke u 3amutel [I/IH B
Opranuzanun» U UCTpeboBaHMUE ¢ MOJb30BaTeNs noanucanus «CoriameHus o HepasrialeHun
[Tn»;

3. Co3gaHue y4EeTHOW 3amlMCH IOJIb30BaTeNs U OpPraHMu3alus JA0CTyla B COOTBETCTBHM C
paspeiieHusMH, 3adukcupoBaHHBIMH B «MaTpuile [ocTyma IMojb3oBaTeNell K pecypcam
UCTIdu». Ilpu HeoOXoauMocCTH yhalleHusi JocTyna mnojb3oBatens k pecypcam UCIIAn (B
Cllydasix YBOJIbHEHMsSI COTPYJIHUKA U T.J.) HEOOX0AUMO 3a0JI0KUPOBAThH (UM yIAIUTh) YIETHYIO
3aMuch MOJIb30BATENSI U OTKOPPEKTUPOBaTh «CIHUCOK JIUI, JOCTYI KOTOPBIX K MEPCOHATbHBIM
naHHbIM, oOpabarpiBaeMbix B MICII/[H HeoOXoauM AJis BBIMOJTHEHUS CIYXKEOHBIX (TPYIOBBIX)
00s13aHHOCTEI.

3.4. Ilopsiiok 00padOTKN MHIIUIEHTOB 0€30MACHOCTH
[Topsimox oOpaboTku wHIMACHTOB Oe3omacHoctd II/[H ommcan B «MHCTpyKumMm 10
opranuzanuu  pesepBupoBanuss W BocctaHoBieHuss MCII[IH, o00paGoTka WHIIUIESHTOB
oe3omacHoctu UCITIay.

3.5. IlopsiioK BbINOJIHEHNSI TPOLEAYP Pe3ePBHOI0 KONMPOBAHUSA
[Topsimox mpouenyp pesepBHoro komupoBanus I[I/ln omucan B «MHCTpyKIuu 110
opranuzanuu  pesepBupoBaHuss u BocctaHoBiueHuss UWCIIJH, o00paboTka HMHIMIEHTOB
oe3omacHoctu UCITIay.
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4. IToab3zoBateau UCIAn
B Opranuzanum MOXHO BBIIENNUTH crleayromue rpynnsl nois3oBateneidn WCII/H,
y4acTBYIOIIKX B 00paboTke u xpanenuu 11/[n:
e AnmMuHUCTpaTOpa 0€30TaCHOCTH;
e Onepatopa APM;
JlaHHble O rpynmax MoJib30BaTeNsAX, YPOBHE MX AOCTYNa U MHPOPMHUPOBAHHOCTU JOJLKEH
OBITh OTPAKEH B MAaTPHILIE AOCTYIA MoJib3oBaTeneit k pecypcam UCII/H.

4.1 AxMmuHuCTpaTOp 0€30aCHOCTH

AnvmunucTpaTop  Oe3omacHOCTH, COTpyOHHK  OpraHu3anuy, OTBETCTBEHHBIH — 3a
¢bynkumonnpoBanne C3I1/IH, Brirouass oOCIy)XMBaHWE W HACTPOHKY aIMHHHCTPATHBHOM,
cepBepHoil 1 KiMeHTckoi kommoreHT UCIT/IH.

AnmuHUCTpaTOp 06€3011aCHOCTH 00J1a/1a€T CIEAYIOIIMM YPOBHEM JIOCTYIA U 3HAHUIA:

e o6nanaer npaBamu Aamunucrparopa UCIIIH;

e o0Onamaer nmonHou uHpopmanueit 06 UCII/IH;

® UMEET JOCTYN K CPEICTBaM 3allUThl MH(OpPMALKMKU M MPOTOKOJUPOBAHUSA M K YacTU
Kiro4eBbIX dnemMeHToB UCIIH;

e HEe MMeeT MpaB JOCTyla K KOHPUI'YPUPOBAHMIO TEXHUYECKUX CpPEJICTB CETH 3a
UCKITIOYEHHEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX). AMUHHUCTPATOP 0€30MaCHOCTH YIOJIHOMOYEH:

® pealu30BBIBATH MOJUTUKK Oe3omacHocTH B YacTu HacTpoiiku CK3U, mexcereBbIx
9KpaHOB M cHUCTeM OOHapy)KEHHUs aTak, B COOTBETCTBHM C KOTOPHIMH MOJb30BaTeNb (Oneparop
APM) nony4aet BO3MOXKHOCTh padoTath ¢ anementamu MCII/H;

® OCYILIECTBIIATh AYAUT CPEICTB 3ALUTHI;

® YCTaHABJIMBATH JOBEPUTEIBHBIE OTHOIICHUS CBOEH 3aIIMIIEHHON CETH C CETAMHU APYIHX
Opranuzanuu.

4.2 Oneparop APM

Omnepatop APM, cotpyaauk OpraHuzamnuu, OCyiecTBIsIoNmi oopadotky I1/1H.

O6paboTtka [1JIH BKITtOUaeT: BO3MOKHOCT mpocMmoTpa [1]IH, pyunoit BBox [1/]H B cucremy
NCTIH, dopMupoBaHue CripaBOK U OTYETOB 10 HHPpopMarmH, nmoxydeHHon u3z MCII/I.

Oneparop HEe UMEET MOJIHOMOYUN IJIsl YIpaBJICHHs MOJICUCTEMaMHu 00pabOTKU JaHHBIX U
C3I1dn. Onepatop UCII/IH o6amaeT cinenyonuM ypoBHEM JIOCTYIAa U 3HAHUH:

e oOmamaer BCeMH  HEOOXOAWMMBIMH  arpuOyramu  (HampuMep,  IapojieM),
ofecneunBaroIIMMU JOCTYI K HEKOTOpoMy noaMHOxecTBY [1/1H;

e pacroJyiaraeT KOH(UICHIINATbHBIMHI JaHHBIMU, K KOTOPBIM UMEET JIOCTYII.

e 00yagaet yacThio MHGOPMAILIMU O TEXHUYECKUX cpencTBax u koHpurypamuu UCIIH;

e uMeeT (U3MUECKUU JOCTYN K TEXHMYECKUM cpeicTBaM oOpaboTku uHOpMALUU H
CpeICTBaM 3allUThI;

® 3HAET, [10 MEHbIIIEH Mepe, OJTHO JeradbHOe UMS IOCTYyTIA.
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5. TpeGoBaHusi K MepcoHAaJy 10 o0ecrne4eHuI0 0e30NACHOCTH MEePCOHATBHBIX JAHHBIX

Bce corpynnuku Opranuzanuu, siistomuecs nosibzoBarensiMu MUCIIJIH, 10mKHBI 4€TKO
3HaTh M CTPOTO BBINOJIHATH YCTAHOBJIGHHBIE TpaBWja M OOA3aHHOCTH 1O JAOCTYNY K
3alIUIIAEMBIM 00BEKTaM U COOIOICHUIO IPUHATOTO peskuma Oe3omacHocTH [1/1H.

[Ipn BcTymneHMM B JODKHOCTH HOBOIO COTPYJHHMKA HENOCPEICTBEHHBIH HAayaJIbHUK
MOJIpa3/ieieHusi, B KOTOpPO€ OH TIOCTYNAeT, O0s3aH OpraHW30BaTh €ro O3HAKOMJICHHE C
JNOJDKHOCTHOM ~ MHCTPYKUMEH UM  HEOOXOAMMBIMU  JIOKYMEHTaMH, pErIaMEeHTUPYIOLIUMU
TpeboBanus mo 3amute IIJ[H, a Takke oOydyeHHe HaBBIKAM BBITIOJHEHHUS TPOLEIYD,
HEOOXOAMMBIX JUTS CAHKITMOHUPOBAHHOTO Hcronb3oBanus UCII/H.

CoTpyAHUK JOJKEH ObITh O3HAKOMJIEH CO CBEIEHUSIMU IMOJIOKEHHUS M0 o0paboTke u
obecrieyeHnIo OE30MaCHOCTH MEPCOHATBHBIX JAHHBIX, 00padaTeiBaeMbIX B OpraHu3ainy.

Cotpynnuku OpraHuzanuy, HCIOJb3YIOUIUE TEXHUUYECKUE CpEeACTBAa ayTeHTU(UKALUU,
JOJDKHBI  O00€CHeurBaTh COXPAHHOCTh WJIEHTU(PHUKATOPOB (DJIEKTPOHHBIX KIIOUeH) U He
nonyckate HCJl k HHMM, a Takke BO3MOXKHOCTb MX YT€PU WJIM HCIIOJIb30BaHUS TPETbUMU
JTULAMHU.

[Tonb3oBarenu HECYT MIEPCOHATBHYIO OTBETCTBEHHOCTh 3a COXPaHHOCTb
UJEHTU(DUKATOPOB.

Cotpyanuku  OpraHuszanuyd — JIOJDKHBI  CJIEIOBaThb  YCTAHOBJIEHHBIM  IpOLEAypaM
nojyiepxkanus pexuma Oe3omacHocty [1JlH mpu BeIOOpE M MCHOJB30BaHUM MapoJiei (eciau He
UCIOJIb3YIOTCSl TEXHUYECKHE CPEACTBA ayTeHTU(DUKAINN).

Cotpyanuku Opranuzaluy J0JKHBL 00€CeunBaTh HAAJIEXKAIYIO 3aUIUTy 000pyI0BaHMs,
OCTaBJIIEMOT0 0€3 MPUCMOTPa, OCOOEHHO B TeX Ciy4asX, KOTJa B MOMELIEHUE UMEIOT JIOCTYII
nmocrtopoHHue Jywmrna. Bce monmp3oBaTeny MOKHBI 3HATH TpeboBaHus mo Oe3omacHoctH [IJIH u
MPOIIEAYPHI 3alTUTHI 000PYI0BaHUSI, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAK)KE CBOM OOS3aHHOCTH
110 00€ECIIEUEHNIO TAKON 3aIIIUTHL.

CoTpyaHHMKaM 3alpeliaercs YCTaHaBIMBATh IOCTOPOHHEE MpPOrpaMMHOE oOecreyeHue,
MOAKIIIOYATh JMYHbIE MOOMIIbHBIE YCTPONCTBA W HOCUTEIH HMH(POpPMAINH, a TAK)KE 3alHChIBATh
Ha HUX 3allUIIaeMyI0 HHPOPMAIIHIO.

CoTpyaHuKaM, a Takke OBIBIIMM COTPYJHUKAM, 3allpellaeTcss pasrjamarh 3aliuiiaeMyro
nH(poOpMaLIMIO, KOTOpas CTaja UM HU3BEeCTHa Ipu paboTe ¢ HH(POPMALMOHHBIMU CHCTEMaMHU
Opranuzanuu, TpEeThUM JIMLAM.

I[Ipu pabore c IIJlu B UCIIAH corpymuuku OpraHuzanuu o00si3aHbl O0ECIEYHTH
OTCYTCTBHE BO3MOXKHOCTH TmpocmoTpa II/IH Tperbumu mnuunamu ¢ MOHUTOPOB APM wmiun
tepmuHaiioB. [Ipu 3aBepmenuun padotel ¢ MUCII/H coTpyanuku obs3anbl 3amututh APM nmun
TEPMHUHAJIBI C TMOMOMIbIO OJIOKMPOBKU KIFOYOM HIJIM SKBHUBAJIEHTHOTO CpPEJICTBA KOHTPOJI,
HampuMep, JOCTYIIOM I10 HapoJIi0, €CIIM HE UCTIOIB3YIOTCS 00Jiee CHUIIbHBIE CPEICTBA 3aIlIUTHI.

Cotpyanuku OpraHnuzanvu AOJKHBI OBITH MPOMH(POPMUPOBAHBI 00 Yrpo3ax HapyIICHUS
pexxuma Oe3zomacHoctd [IJIlH M OTBETCTBEHHOCTH 3a ero HapymieHue. OHU JIOJDKHBI OBITh
O3HAKOMJIEHBI C YTBEPXKACHHOW (OpMalbHON MPOLEAYypOd HAIOXKEHUS AUCHUTUIMHAPHBIX
B3BICKAHMIM Ha COTPYAHHUKOB, KOTOPHIE HAPYIIWJIW MPHUHITHIE TMOJUTHKY M IPOLEAYpPbI
oe3omacuHoctu I1/1H.

Cotpyanuku 00s3aHbl 0€3 TpoMesieHusT cooOmarh 000 BceX HAOMIOJaeMBbIX WIH
o/103pUTeNbHBIX cinydasix pabotrel WCII/H, koTOphle MOTYT MMOBJE€Yb 3a CO00H yrpo3sl
6e3omacHocTtu [1JH, a Takke O BBISIBIECHHBIX UMM COOBITHSX, 3aTParvBarONINX OE30MacHOCTb
I1/TH, pyKOBOJACTBY MOJpPA3AEIECHUS U JIMILY, OTBEYAIOIIEMY 32 HEMEIUICHHOE PearupoBaHue Ha
yrpo3sl 6e3omacHocTu [1/]H.

Kontposas 3a co0uaoneHneM, BbIllleé ONHMCAHHBIX TPe0OBAaHMH MO 3aluTe
NMEePCOHATBbHBIX JAHHBIX COTpyAHMKaMu OpraHu3anmu, B0O3J1araercsi Ha OTBETCTBEHHOIO
no 3amute uHpopmanmuum B UCIIJH M OTBEeTCTBEHHOr0 3a OPraHM3alMI0 00pPadOTKH
NEePCOHATbHBIX JaHHbIX B Opranusamnun.
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6. JloskHocTHBIE 0013aHHOCTH MoJb3oBaTeneid UCIIIn

HomxHocTHbIe  0o0s3aHHOCTH — mosb3oBateneil  MCII[lH  omucanbl B clenyromiux
JOKYMEHTaxX:

e IHCcTpyKIMs aIMUHUCTpAaTOpa OE30M1aCHOCTH;

e ncrpykuus noas3zoBatens no skcrryatanun C3U 8 UCIH;

e HCcTpyKuMs 110 opraHu3anuu pesepsupoBanus u BocctaHoBieHus MCII/IxH, oOpaboTka
MHIUACHTOB Oe3omacHocTr [1/1H;

e ncrpykuus nons3zoBateneid UCI1/IH.

7. OrBercTBeHHOCTDH cOTPYAHUKOB UCII/In Opranuszanum

B cootBercTBUUN co cT. 24 ®enepanbHoro 3akoHa Poccuiickoit @enepanuu oT 27 Hrons
2006 1. Ne 152-®3 «O mepcoHaNbHBIX JaHHBIX» JIMIA, BUHOBHbIE B HAPYIIEHUH TpeOOBaHMI
naHHoro @efepanbHOrO 3aKOHA, HECYT TIPaXKIAHCKYIO, YrOJIOBHYIO, aJIMUHHUCTPAaTHUBHYIO,
JUCHHUIUIMHAPHYI0O U MHYIO MPEIyCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

HeiictByroniee 3akoHoAarenbcTBO P® mo3BossieT NPEenbsABIATH TpeOOBAHMS IO
obOecnieyeHH0 Oe3omacHON paloThl ¢ 3amuiiaeMoid MHQopmanMed u HpesycMaTpUBaeT
OTBETCTBEHHOCTh 3a HapyIIeHHE YCTAaHOBJIEHHBIX MpaBmi 3Kcrutyatanmu OBM u cucrewm,
HEMpPaBOMEPHBIH JOCTyl K HH(OpPMAlMH, €CIAH 3THU JEHCTBUS MpPHUBEIN K YHUUTOXKEHHUIO,
OJI0KMPOBAHMIO, MOAU(DUKAIIMN HHPOPMAIIMK WK HapylleHnto pabotel OBM unu cereit (cratbu
272,273 n 274 YK PO).

Anmunuctpatop UCII/IH n anMuHUCTpaTOp 0€30MaCHOCTH HECYT OTBETCTBEHHOCTH 3a BCE
NeUCTBUS, COBEPILIEHHBIE OT UMEHM MX YYETHBIX 3aIllMCell WJIM CHUCTEMHBIX YYETHBIX 3aIlnced,
€CIIM He JI0Ka3aH (paKT HECAHKIIMOHUPOBAHHOI'O MCII0JIb30BAHMS YUETHBIX 3aIIUCEH.

[Ipu napymenusix cotpyaHukamu Opranuzanun — nodb3oBareneid MCII[H npasun,
CBsi3aHHBIX C Oe3omacHocThio IIJIH, OHM HECyr OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JENCTBYIOIIMM 3aKoHOAAaTeNbCTBOM Poccutickoit deneparum.
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