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Cnucox TepMHHOB U onpeesIeHuit



Opranuzanus — JII' MAZIOY «JICOB Ne 3 «CaeTisiuox»

I1/I1 — nepcoHanbHbIEC TaHHBIE.

NCTI/1a — uadopmanronHas cucreMa nepcoOHAIbHBIX JaHHBIX.
APM — aBTOMaTHU3MPOBAHHOE pabOyee MECTO.

C3IIIH — cucteMa 3auiuThl NEPCOHAIBHBIX JAHHBIX.

1. O01ue mMoJI0KeHu s
2



Hacrosimuii JOKyMEHT yCTaHaBIIMBaeT TPeOOBaHMSI K OOECIEUEHUIO0 OE30MACHOCTH MEePCOHATHHBIX
JAaHHBIX MPH UX 00paboTKe B MH(MOPMAIIMOHHBIX CHCTEMaX, a Takke WH(OPMAIMOHHBIX TEXHOJOTHHA U
TEXHUYECKUX CPEJCTB, IMO3BOJSIOMIMX OCYHIECTBISATh OOpaOOTKY TaKUX NEPCOHAIBHBIX JAHHBIX C
HCII0JIb30BAHUEM CPEJICTB aBTOMATU3ALINH.

[Tomutuka pa3zpaborana B coorBercTBuu ¢ Koncrtutymueir Poccuiickoit @enepannu, denepanbHbIM
3akoHOM OT 27 mroist 2006 r. Ne 149-03 «O06 unpopmarun, nHGOPMAITUOHHBIX TEXHOJIOTHIX U O 3aIIUTE
nnpopmanun», DeaepanbHpM 3akoHOM 0T 27 mrosst 2006 1. Ne 152- @3 «O mepCcOHATBHBIX TAHHBIX,
[Tocranosnenuem IIpaBurensctBa PO ot 01.11.2012 r. Ne 1119 «O06 yrBepxkaeHN# TpeOOBaHUH K 3alIUTe
MEPCOHANBHBIX JTaHHBIX NPU HUX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMAax IEPCOHATBHBIX TaHHBIXY,
[Ipukazom @CTOK Poccun ot 18.02.2013 Ne 21 «OO0 yTBEpKIEHUUM COCTaBa M COJEPHKAHUA
OpPraHU3alMOHHBIX M TEXHUYECKHX MEp M0 00eCTeyeHni0 0e30MacHOCTH MEPCOHATIBHBIX JAaHHBIX MPH MX
00paboTke B MH(POPMAIIMOHHBIX CHUCTEMaX IEPCOHANBHBIX MAHHBIX» U ONPEIENSIeT MOPSI0K 3alUTHI
MepCOHAIBHBIX JaHHBIX, 00padaTbiBaeMbIX B OpraHu3auu.

1.1. lleab MOJAUTHKH.

Onpenenuth TpeboBaHMS O€30MAaCHOCTH K MEPCOHAIBHBIM JaHHBIM, OOpaOaThiBaeMbIM B
MH(OPMALIMOHHBIX CUCTEMAaxX MEPCOHAJIbHBIX JaHHBbIX OpraHuzaluy, ¢ LEJIbI0 NPeJOTBpAIIeHUs JII000To
HECaHKIMOHHpOoBaHHOTO Joctyna. KputnunsiM ¢akropom Oe3zomacHoctu IIJ[H sBisercs opraHusarus
abdextuBHOrO KOHTposis Jjoctynma kK [IJIH, oOpabarbiBaeMbix B HWHGOPMAIIMOHHBIX CHCTEMax
MEepCOHaNbHBIX  JaHHBIX. OTCyTCTBHE  aJeKBaTHOTO  KOHTPOJS ~ JIOCTyla  MOXET BeCTH K
HecaHKIIMoHUpoBaHHOMY noctyny K MUCII/Ix Opranuzanum.

1.2. O61acTh NPUMeHEHHUS.
TpeGoBanust Hacrosmeidt I[lomuTukn pacmpocTpaHSIOTCS Ha BCEX COTPYAHUKOB OpraHu3anuu
(IITaTHRIX, BPEMEHHBIX, PAOOTAIOMIUX MO KOHTPAKTY M T.IL.), @ TaK)K€ BCEX MPOUYUX JHI] (TIOIPSTINKH,
ayIUTOPHI U T.IL.).



2. CocraB u coaep:xanue mep no odecneyenuio 6esonacuoctu [I{xn u njan pador no 3amure
111, oopadarsiBaembix B UCII/In Opranusanun

2.1. CocraB u conepxxaHue mep no odecneyenunio dezonacHoctu I/In

B cocraB mep mo obecrieueHH0 0€30IaCHOCTH IEPCOHAIBHBIX JAHHBIX, PEAIU3yEeMbIX B paMKax
CHCTEMBI 3aIIUTHl MEPCOHAIBHBIX JAAHHBIX C YUETOM aKTYaJbHBIX yrpo3 0e30MacHOCTH MEPCOHATBHBIX
JTAHHBIX W IPUMEHSEMBIX WH(OPMAIIMOHHBIX TEXHOJIOTHiA, BXOAT:

e Mepbl 10 WACHTUDHUKAIMHA U ayTeHTU()UKAUN CYOBEKTOB JOCTYIAa U OOBEKTOB JIOCTYIA JTOJIKHBI
o0ecrieynBaTh MPUCBOCHHE CYOBEKTaM M OOBEKTaM JOCTYIa YHHKAJIBHOTO MpH3HaKa (MACHTU(UKATOPA),
CpaBHEHHE MPENBIBIIEMOT0 CYOBEKTOM (0OBEKTOM) IOCTYIA UACHTH(PHUKATOPA C IEPEYHEM ITPHCBOCHHBIX
UACHTU(PHUKATOPOB, a TAKXKE MPOBEPKY MPHUHAMICIKHOCTH CYOBEKTY (0OBEKTY) AOCTYHa MpPEIbSIBICHHOTO
UM ueHTuduKaTopa (MoATBEPKIEHUE MOATUHHOCTH).

e MepblI 10 yIpaBJIeHHIO JOCTYIIOM CYOBEKTOB JIOCTYIA K 00BEKTaM JOCTYIa JOJHKHBI 00eCIeunBaTh
yIIpaBJIeHUE MTPaBaMU M TPUBWICTHIMH CYOBEKTOB JOCTYIIA, pa3rpaHUYEHUE JOCTYIa CyObEKTOB JIOCTYIa
K 00BEKTaM JIOCTyla Ha OCHOBE COBOKYITHOCTH YCT@HOBJICHHBIX B WH(OPMAIMOHHOW CHCTEME TPaBHII
pasrpaHUyeHHs I0CTyNa, a TakKe 00eCreunBaTh KOHTPOJIb 3@ COOIOJICHUEM 3TUX MTPaBUIL.

e Mepbl 10 OTPaHUYSHHIO MTPOTPAMMHOM CpeJbl JOJDKHBI 00eCTIeYrBaTh YCTAHOBKY M (MJIM) 3aITyCK
TOJIBKO Pa3pelIeHHOTO K MCIIOJIF30BAaHUI0 B HH(DOPMAIIMOHHON CHCTEME MPOrPaMMHOTO 00eCTIeUeHUS WITH
WCKJIIOYaTh BO3MOXKHOCTh YCTaHOBKM W (WMJM) 3allycKa 3alpemieHHOro K HCIOJBh30BAHUIO B
WH(POPMAIIMOHHON CHCTEME IPOTPAMMHOTO 00ECTICUCHHSI.

e Mepbl 10 3aIIMTE MAIIUHHBIX HOCUTENIEH MEepCOHATBHBIX JaHHBIX (CpeACTB 00pabOTKH (XpaHEHNUs)
MIEPCOHATBHBIX JIaHHBIX, CHEMHBIX MAIIMHHBIX HOCHUTENICH MEepCOHANBHBIX TaHHBIX) JTOJDKHBI MCKIIOYATh
BO3MOKHOCTh HECAHKIIHOHHPOBAHHOTO JOCTYITa K MAIIWHHBIM HOCHTEISIM W XPaHANIMMCS Ha HHUX
MEepPCOHAJbHBIM JaHHBIM, a TaKKe HECAaHKIIMOHUPOBAHHOE HCIOJIb30BAHNE CHEMHBIX MAIIUHHBIX
HOCHTEJEH MepCOHATBHBIX TaHHBIX.

e MepsI 10 perucTpaiuu COObITHI 0€30MaCHOCTH AOJIKHBI 00eCIeuynBaTh cOOp, 3aMMKCh, XpaHEHUE U
3amuTy UHGOPMAIIUU O COOBITUSIX O€30MacHOCTH B MH(GOPMAIIMOHHOW CHUCTEME, a TaKXKe BO3MOXKHOCTh
MPOCMOTpa U aHau3a HHPOPMAIIUU O TAKUX COOBITHIX U pearupoBaHUE HA HUX.

e Mephbl 10 aHTUBHPYCHOW 3alUTE JOJDKHBI OOecreynBaTh OOHapy)KeHHe B HH(POPMAIIMOHHOMN
CUCTEME KOMIIBIOTEPHBIX MPOTpamMM JIMOO WHOW KOMIIBIOTEPHON HHGOpMAuM, NMpeAHa3HAUCHHOU IS
HECAaHKIMOHUPOBAHHOTO YHHMYTOKEHHUS, OJNOKUPOBAHUSA, MOJIU(DUKALNU, KOMHUPOBAHUS KOMIIBIOTEPHOMN
uHopMallMd WIM HEWUTpadu3aluu CpPeACTB 3alluThl HHGOpMAlUU, a TakXKe pearupoBaHHE Ha
oOHapy)XeHHEe ITUX MPOrpaMM U UHGOpMaInu.

e Mepbl 110 00HaApYXeHHUIO (ITPEAOTBPAIIECHHIO) BTOPKEHHUIM JTOJDKHBI 00ECIeYMBaTh OOHAPY)KCHHE
NecTBU B HMH(DOPMALIMOHHOW CHCTEME, HampaBJIEHHBIX Ha HECAaHKIMOHUPOBAHHBIA JOCTYH K
uH(popMalnY, CcrielUaTbHbIEe BO3ICHCTBUS HA HHPOPMAIIMOHHYIO CUCTEMY U (HJIM) MEPCOHANbHBIE TJAHHBIE
B IEJIAX JOOBIBaHMS, YHUUTOXKECHHSI, UICKQKEHUS U OJOKUPOBAHUS JIOCTYNA K MEPCOHAIBHBIM JaHHBIM, a
TaKk)Ke pearupoBaHue Ha 3TU JACUCTBHUSL

e Mepbl 10 KOHTPOJIIO (aHAIM3y) 3allUIIEHHOCTH MEePCOHAIBHBIX AAHHBIX JOJDKHBI 00eCreYnBaTh
KOHTPOJIb YPOBHS 3allMIICHHOCTH IEPCOHANBHBIX JaHHBIX, 00pabaTbiBaeMbIX B HHGOPMAIIMOHHOMN
CUCTeMe, TIyTeM IIPOBEJIEHUS CHUCTEMAaTHYECKUX MEPONPHUSATHH 1O aHalu3y 3al[UIIEHHOCTH
MHGOPMAIIMOHHOM CUCTEMBI U TECTUPOBAHHMIO PAOOTOCIIOCOOHOCTH CHCTEMBI 3aIIUTHI MEPCOHATBHBIX
JTAHHBIX.

e Mepbl Mo 00ecHeueHHI0 IEOCTHOCTH HH(OPMAIIMOHHOW CHUCTEMBI M MEPCOHAJBHBIX IAHHBIX
JOJDKHBI  oOecrieunBaTh OOHapyKeHHe (PAKTOB HECAHKIIMOHWPOBAHHOTO HApyIIEHHs LEIOCTHOCTU
MHGOPMAIIMOHHON CHUCTEMBbl U COJIEpXKAIUXCS B HEW INEepCOHANbHBIX JAHHBIX, a TaKKe BO3MOXKHOCTh
BOCCTAHOBJICHHSI HH(OPMAIIMOHHOM CUCTEMBI U COJIEPIKALIUXCS B HEH MIEPCOHANIBHBIX IaHHBIX.

e Mepsl 1o 00€cnedyeHuI0 MAOCTYMHOCTH IE€PCOHAIBHBIX JIAHHBIX JIOJDKHBI 00ecreunBaTh
aBTOPHM30BAHHBIA JIOCTYI IOJIb30BaTeNIel, MMEIOIUX IMpaBa MO JOCTYIY, K IEpPCOHAIbHBIM JaHHBIM,
cogepkamuMcs B MHPOPMALMOHHOM  cuUcTeMe, B  IITaTHOM  pexuMe  (YHKIMOHMPOBAHUS
MH(POPMAIIMOHHOHN CHCTEMBI.



eMephl 10 3alIUTE CpeAbl BUPTyaIU3aluu JOJKHBI MCKIIOYaTh HECAHKIIMOHUPOBAHHBIA JOCTYI K
MEePCOHANBHBIM JaHHBIM, 00pabaThIBa€MBIM B BHPTYAIbHOW HWHEMPACTPYKTYpe, U K KOMIIOHCHTaM
BUPTYaJIbHOW HMHQPACTPYKTYphl U (WJIM) BO3JEHCTBHE HAa HUX, B TOM YHCIE K CPEICTBAM YIPaBJICHUS
BUPTYAIbHOUW HH(PACTPYKTYpPOl, MOHUTOPY BUPTYAIBHBIX MAIIWH (THIIEPBU30PY), CUCTEME XPAHCHHS
JAHHBIX (BKJIIOYAsl CUCTEMY XpaHEHUs 00pa30B BUPTYaIbHONH MH(PPACTPYKTYPHI), CETU Mepelayn JaHHBIX
gepe3 3JEMEHTHI BUPTYaIbHON WM (PU3UUECKON MHPPACTPYKTYPHI, TOCTEBBIM ONEPAIIIOHHBIM CHCTEMaM,
BUPTYaAJIbHBIM MaIllHaM (KOHTEWHEpaM), CUCTEME U CETH PEIUIMKAIlMU, TEPMUHAIBHBIM U BUPTYaJIbHBIM
yCTpOICTBaM, a TaKXKe€ CUCTEME PE3EPBHOIO KOMUPOBAHUS U CO3JaBAEMbIM €10 KOIUSIM.

eMephl MO 3alUTE TEXHUYECKUX CPEJICTB JOJKHBI MCKIIOYaTh HECAHKIIMOHMPOBAHHBIN JOCTYI K
CTallMOHApPHBIM TEXHUYECKHM CpeACcTBaM, oOOpalaThIBalOIIMM IE€PCOHAIbHBIE JAHHBIE, CPEJCTBaM,
obecrieunBarOmM (PYHKITMOHHPOBAHUE HH(POPMAINMOHHOW CHUCTEMBI (Zajee - CpelcTBa oOecredeHus
(YHKIIMOHUPOBAHUS), U B TIOMEIIIEHUSI, B KOTOPBIX OHH MOCTOSIHHO PACTOJIOKEHBI, 3alIUTY TEXHUYECKUX
CPEICTB OT BHEIIHMX BO3ACUCTBMM, a TAKXK€ 3alIUTY MEPCOHAJIBHBIX JAaHHBIX, MPEJACTABICHHBIX B BUJE
MH(OPMATHUBHBIX AEKTPUUECKUX CUTHATIOB M (PU3NUECKUX MOJIEH.

e Mepsl 1o 3amure MTHPOPMAIIMOHHON CHCTEMBI, €€ CPEJCTB, CUCTEM CBSI3UM U Mepelaud JaHHbBIX
JOJIKHBI 00€CIIeurBaTh 3aIIUTY EPCOHATBHBIX JAHHBIX IIPU B3aUMOAEHCTBUN MH(OPMALIMOHHON CUCTEMBbI
WU €€ OTHENbHBIX CErMEHTOB C WHBIMM HMH()POPMAIMOHHBIMU CHCTEMaMUd W HWHOOPMAIMOHHO-
TENIEKOMMYHUKAITMOHHBIMH CETSIMH ITOCPEACTBOM NMPUMEHEHHS apXUTEKTYpPhl WH()DOPMAITMOHHOM CHCTEMBI
Y IPOEKTHBIX PELIeHU, HallpaBJIeHHbIX Ha o0ecrneueHne 0e301MacHOCTH MEPCOHAIBHBIX JAHHBIX.

e Mepbl TO BBIABICHHIO WHIMIACHTOB M pPEarupoBaHUIO HAa HHUX JIOJDKHBI 00ecreunBaTh
oOHapyXeHHe, WIeHTU(UKALINIO, aHAIN3 WHIUIACHTOB B MH(OPMALIMOHHON CHCTEME, a TaKXKe MPHUHSITHE
Mep M0 YCTPAHEHUIO U MPENyNPEXICHUI0 HHIUICHTOB.

e Mepsl Mo ympaBieHHIO KoHUTyparueln WHQOPMAIMOHHOW CHCTEMBI W CHUCTEMBI 3alllUThI
MEpPCOHANbHBIX  JaHHBIX  JIOJDKHBI ~ oOecneuuBaTh — yIpaBiIeHHE  HM3MEHEHMSIMH  KOH(puUrypauuu
MH(OPMALIMOHHONW CHCTEMbl W CHCTEMbI 3alllUThl MEPCOHAIBHBIX JAHHBIX, aHAIM3 IOTEHIMAIBLHOTO
BO3JICHCTBUS TUIAHUPYEMBIX U3MEHEHUI Ha obecrieueHrne 0e30MacHOCTH MEPCOHANIbHBIX JaHHBIX, a TaKKe
JTOKYMEHTUPOBAHUE ATHUX U3MEHEHUI.

Jliia peanu3anuy yKa3aHHBIX Mep 10 00ecredeHHI0 0€30MacCHOCTH MOTYT IPUMEHSIThCS MEKCETEBbIE
9KpaHbl, CUCTEMbl OOHAPY)KEHHs BTOPXKEHUM, CPEACTBA aHAIM3a 3alIUIIEHHOCTH, CHEeIHaTu3UPOBAHHbIE
KOMILJIEKCHI 3allIMThl U aHAJIW3A 3AIUIICHHOCTH HH(POpMAITIH.

Hua zamutel [1JIH, npeacraBieHHOW B BHAEe HMHMOPMATUBHBIX AIIEKTPUYECKUX CHUTHAIOB H
(bu3NYeCKUX MoJeH MOTYT IPUMEHSTHCS CIIEIYIOLUIUE METObI M CIIOCOOBI 3aIIUTHI HH(DOPMALIUU:

® JICTIOJIb30BaHNE TEXHUUECKUX CPE/ICTB B 3aAIIMIICHHOM UCIOJIHEHHH;

® JCIOJBb30BAaHUE CPEACTB 3allUThl HMH(QOPMALUM, MPOMISANINX B YCTAaHOBJICHHOM MOpPSIKE
MIPOLIEYPY OLICHKU COOTBETCTBHUS;

® pa3MelleHrue 0ObEKTOB 3allUThl B COOTBETCTBUU C MPEANKUCAHUEM Ha SKCILTyaTalIo;

® pa3MelleHUE MOHWKAIIUX TPAHCPOPMATOPHBIX MOJACTAHLUNA ODIEKTPONUTAHUS U KOHTYpPOB
3a3eMJICHUS TEXHUYECKUX CPEJICTB B Mpe/ieax OXpaHIeMOn TePPUTOPUH;

e o0ecrieueHNe pa3BS3KU IEMEH AIEKTPONMUTAHUS TEXHUYECKHX CPEICTB C IMOMOIIBIO 3aIIMTHBIX
GbubTPOB, OIOKUPYIOMKX (ITOAABIAIONINX) HH(OOPMATUBHBIN CUTHAI,

e oOecreyeHHe OIEKTPOMArHUTHOM pa3Bs3KHM MEXIY JHHUSMU CBSI3M U JPYTUMH  IETSIMH
BCIIOMOTATENIbHBIX TEXHUUYECKUX CPEICTB U CUCTEM, BBIXOIAIIMMHU 32 MIPEAEIIbl OXPAHIEMOUN TEpPUTOPUH, U
MH(OPMALIMOHHBIMU HEMSIMH, IO KOTOPHIM IIUPKYIHPYET 3aluiaemas nH(Gopmaius.

Bo3moxnHbie MeToabl U criocoOb!l 3auuThl [1/[H, mpeacTaBneHHBIX B BUAE aKyCTUYECKOH (pedyeBoii)
uH(pOpMalIUY, 3aKITIOYAIOTCS B pealu3alliil OPraHU3allMOHHBIX M TEXHHUYECKUX Mep s oOecredeHus
3BYKOM3OJSIUN OTPAXKIAOIMINX KOHCTPYKIIMIA MOMEIICHHH, B KOTOPBIX pacrojoxeHa HH(pOopMaroHHas
CUCTEMA, MX CHCTEM BEHTWISIUMU M KOHJWIMOHUPOBAHUS, HE MO3BOJISIONIEH BECTH MPOCITYIIMBAHUE
aKyCTHUYECKOH (peueBoil) HHPOPMAIMH IIPH TOJIOCOBOM BBOJIE MEPCOHANBHBIX JAHHBIX B MH(POPMAIIHOHHOM
CUCTEME WUJTH BOCIIPOU3BEACHNN HHPOPMAITUU aKyCTUYECKUMU CPEJICTBaAMHU.

2.2. IIpyHIMIBI ¥ cNIOCOOBI ONpeAeIeHHsl AKTYaIbHBIX Yrpo3 OesonacHoctu I1/In



Jnst BBIOOpA M peanu3anuu Mep no odecnedeHuto 6esonacHoct [1/{H B nHGOpMaLMOHHOH cucTeme
Opranu3anuy Ha3HAYaeTCsl OTBETCTBEHHBIM MO 3amuTe HH(POpManmuu B HHGOPMAIMOHHBIX CHCTEMAax
MEPCOHATBHBIX JaHHBIX.

Bri6op u peanuzanus mep no obecreuenuto 6e3onacuoctu [1ln B UCIIIH ocymecTBIsIOTCS Ha
OCHOBE, onpezensieMblx B Opranusanuu, yrpo3 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX (MOJIENb YTPo3) U B
3aBHCUMOCTH ypoOBHs 3ammimieHHoctd [1J[H, ompeneneHHoro B cooTBercTBUM ¢ [locTaHoBieHneM
[TpaBurenserBa ot 1.11.2012 1. Ne 1119 «O06 yrBep)aeHuu TpeOOBaHMIA K 3aIUTE TIEPCOHANBHBIX JaHHBIX
pu UX 00paboTKe B MUHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX».

Mogens yrpo3 pa3pabaTbiBacTCsi HA OCHOBE CIEAYIOIINX METOANYECKUX IOKYMEHTOB:

e bazoBas wMojenb yYrpo3 0€30MacCHOCTH TMEpPCOHAJIBHBIM JIaHHBIM TMpu  00paboTke B
WH(GOPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX AaHHBIX, YTBEpKIeHHOH 15 deBpans 2008 r. 3amecTurenem
mupexkropa @CTOK Poceuy;

e MeToIMKa OTpe/IeeHUs aKTyaAIbHBIX YIpo3 0e301MacCHOCTH MEPCOHAIBHBIX JaHHBIX MPH 00paboTKe
B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JaHHBIX, yTBEepKAeHHOH 14 despans 2008 r. 3amecTuteneM
mupexkropa ®CTIK Poccun.

Mogens yrpo3 MepcOHAIBHBIM JaHHBIM COCTaBISIETCS OTBETCTBEHHBIM 1Mo 3ammre I[IJlH u
yTIBepKIaercss pykoBoautenem OpraHuzanud. [leproaudHOCTh ImepecMoTpa MOJACTH Yrpo3 IS KaKIou
NCIIIH onpenenena B myHKTe 2.4. JTaHHOTO JOKYMEHTA.

2.3. Onpenenenne ypoBHs 3amumedHocT I1/{n

[Ipu 06paboTke MEepPCOHANBHBIX JAHHBIX B WH()DOPMAITMOHHBIX CHCTEMaX YCTaHABIWBAIOTCS YPOBHU
samumenHocty [1[In B coorBercTBum ¢ IlocranoBnenunemlIpaButensctBa ot 1.11.2012 r. Ne 1119 «O6
YTBEPKICHUHM TpeOOBaHMUI K 3alIUTE MEPCOHAJBHBIX JAHHBIX MPH UX 00paboTKe B MHPOPMAIIMOHHBIX
CUCTEMaX MEePCOHATBHBIX JAHHBIX).

[Ipu omnpenenenun ypoBHs 3antuiieHHoctH [I/lH, mpu ux oOpabotke B MCII[H yuuThIBarOTCS
CIIETyIOIIHE UCXOAHbIE JaHHBIE!

e xareropusi 00padaTbIBaeMbIX B HHHOPMAIIMOHHON CUCTEME TIEPCOHAIIBHBIX TAaHHBIX;

e 00beM 00pabaThIBaEMBbIX MEPCOHATBHBIX JAHHBIX (KOJMYECTBO CYOBEKTOB MEPCOHATBHBIX JAHHBIX,
MepCoHaANbHBIC JAHHBIE KOTOPBIX 00pabaThIBAIOTCSl B MHPOPMAITMOHHOMN CHUCTEME);

® 33/1aHHBIE ONEPATOPOM XaAPAKTEPUCTUKU OE30MACHOCTH MEPCOHANBHBIX JAHHBIX, 00pabaTbhiBaeMbIX
B UH(OPMALIMOHHOW CUCTEME;

e Tun yrpo3 0ezonacHoctu [1/1H, akTyanbHBIX A7 HHGOPMALMOHHON CUCTEMBI;

e nMpoBepsercs ycinoBue npuHamiexHoctu IIJIn corpyanukam oneparopa II[IH wim uHBIM
cyObeKTaM, He ABJIAIOLIUMCS COTPYAHUKAMH OIlepaTopa.

[lo pe3ynapTaram aHanM3a UCXOAHBIX JAHHBIX MH(MOPMAIMOHHBIX CHCTEM IEPCOHAIBHBIX JaHHBIX
MIPUCBAaNBAETCSl COOTBETCTBYIOUIUIN ypoBeHb 3amuiineHHocTH [1/IH, u cocraBisieTcs «AKT onpeaencHus
ypoBHsi 3amuiieHHoctd I[I[ln, mpu ux o6pabotke B WCII[dH», yTBepkaaeMblii pPYKOBOAUTEIEM
Opranuzanuu.

YpoBeHb 3alUIIIEHHOCTH MEPCOHATBHBIX TAHHBIX MOYKET ObITh IEPECMOTPEH:

®II0 peIICHHI0 OTBeTCTBeHHOro mo 3amuTe [IJln B Opranuzanuu Ha OCHOBE MPOBEACHHBIX UM
aHallM3a M OLEHKU Yyrpo3 Oe30MacHOCTH MEPCOHANbHBIX JAHHBIX C Y4eTOM OCOOCHHOCTEH U (UJIH)
W3MEHEHUI KOHKPETHOU NWH(OPMAIIMOHHON CHCTEMBI;

®TI0 pe3yJabTaTaM MEPONPUATHN MO KOHTPOJIO 32 BBHINOJHEHHEM TpPeOOBaHHN K OOecTeueHUro
0€30MacCHOCTH MePCOHANTBHBIX TAHHBIX MPU UX 00paboTKe B MHGOPMAIMOHHON cUCTEME.

2.4. I1nan Mmeponpusituii o odecnevyennio o6ezonacuocru I/ {n
s obecrieyeHunss 0€30MaCHOCTH MPOIECCOB O0OpabOTKM NMEPCOHANBHBIX AaHHBIX B OpraHusanum,
JIOJKHBI OBITH BBITIOJIHEHBI pa0OThI, B COOTBETCTBHH C IJIAHOM, YKa3aHHOM HIDKE:



Meponpusitue |

Ilepunoan4HocTh

Opranu3annoHHbIe MEPONPUATHS

O6cnenoBanye MHPOPMAITMOHHBIX CUCTEM TIEPCOHATBHBIX PazoBoe
JAHHBIX
Onpenenenue nepeuns UCIn PazoBoe
Omnpenenenne oopadateiBaeMbiX [1[IH 1 00HEKTOB 3aIIUTHI PaszoBoe
Omnpenenenne Kpyra Jull, y9acTByromux B oopadorke [1/1xn PazoBoe
Onpeznenenrie OTBETCTBEHHOCTH JIMLI, YIaCTBYIOIINX B Pa3oBoe
00paboTke

Onpenenenne mpas pa3rpaHUYeHuUs JOCTYyIa 0JIb30BaTeNei Pa3oBoe
HCII/IH, He0OOXOAUMBIX ISl BBIIOIHEHHS TOJDKHOCTHBIX
00s13aHHOCTEH
HasnaueHne oTBETCTBEHHBIX 3a 0€30MMacCHOCTh U Oopranuzanuio | Pa3zoBoe
NCIx
Onpenenennie ypoBHs 3ammiieHHocty [1JIH ms Beex PazoBoe
BoIsiBJIeHHBIX VICIT/IH
Y cranoBieHne KOHTpoiupyeMoit 30Hbl Bokpyr MCIT/Ix PaszoBoe
Bri0op momeneHuit Ui yCTAaHOBKY arnmapaTHBIX CPENCTB PaszoBoe
HCII/IH B moMmemmeHusx, ¢ nenbio ncknrodeHus HC/ nun, He
JIOITYTIIEHHBIX K 00paboTke [1/10
Opraamu3anus pexxuMa U KOHTPOJIA 0CcTyIa (OXpaHbl) B PazoBoe
IIOMEUICHU S, B KOTOPBIX YCTAHOBJICHEI allllapaTHBIC CPEACTBA
NCIH.
Opranu3aiys nopsaaKa pe3epBHOr0 KOIMMPOBAHUS U PazoBoe
BOCCTAHOBJICHHSI 3aIUIaeMol HHPOpMAIIK Ha TBEP/IbIC
HOCHTENH
Brenenwne B neticteue nHcTpyknuu no 3amute MCII/{a PazoBoe
Opraau3arus HHGOPMHUPOBAHUS U 00yIEHUS COTPYIHUKOB O PazoBoe
nopsijKe 00paboTku u 3amuThl [1/1H
PaspaboTka DOIKHOCTHBIX MHCTPYKIIUI O HOpsiAKe 00paOboTKH PazoBoe
I111 1 obecrieueHnH BBEIESHHOIO PEXKUMA 3aIUThI
PaspaboTka HHCTPYKIIMIA O ICHCTBUHU B Cllydae BOSHUKHOBEHHS | Pa3oBoe
BHEIITATHBIX CUTYaIlH
PazpaboTtka momoxkenust 00 oopadotke u 3amute [1)1H, PazoBoe
obpabarsiBaembrx B UCII/{a
YTBepKAeHrEe TONUTHKH O€30ITaCHOCTH TIePCOHATBHBIX JaHHBIX | Pa3zoBoe
Opranmn3zamus xxypHaia yuera oOpamennii cyorexto [1/1x PazoBoe
Oprasu3arys mepevyHs 1mo y4eTy TEXHHIEeCKIUX CPEICTB 1 PazoBoe
CPEJCTB 3aIUTHIL, a TAKOKE TOKYMEHTAIIUN K HAM
Opranusanus DOCTOB OXPAHBI ISl POILYCKa B Pa3zoBoe
KOHTPOIIMPYEMYIO 30HY

HNHkeHepHO-TEXHUYECKH e MEPONPUATHS

Buenpenue TeXHUYECKON CUCTEMBI KOHTPOJISL 1OCTYIIA B Pa3zoBoe
KOHTPOINPYEMYIO 30HY U TTIOMEIICHHUS
Buenpenue TexHUYECKON CUCTEMBbI KOHTPOJIS JOCTYIIA K Pa3zoBoe
snementam UCITIH
YcTaHOBKa kallt03u HA OKHAX PazoBoe
Brenpenue pe3epBHBIX (IyOIMpPYIONINX ) TEXHHUECKUX CPeNCcTB | Pa3zoBoe

KiroueBbix dseMenToB UCITIH

Meponpustus no Baeapenuio C3U or HCJI

Meponpustus no BHenpennro C31 or HCJl Buenpenue PasoBoe
cucrembl 3amuThl oT HCJl Ha pabounx CTaHIMAX U cepBepax

Brenpenue cuctemMsl aHTUBUPYCHOM 3aIUTHI PaszoBoe
BHenpenue cpecTB MeXCETEBOr0 SKpaHUPOBAHUS PaszoBoe
BHenpenue cpeacTs aHanM3a 3alMIIIEHHOCTH PasoBoe
BHeapenue cpenctB oOHapyXeHUsl BTOP>KEHUH PaszoBoe




Meponpusitue Ilepnoan4HocTh
Co3znanue KypHajla BHyTPEHHUX IIPOBEPOK U Mojiepkanue ero | Exemecsuno
B aKTYaJbHOM COCTOSIHUU
KonTtpone Hazg cobmroneHnem pexxnma oopadorku I1/1x ExxenenensHO
KonTtponps Hazg cobnrofeHreM pexxruMa 3auThl E>xenneBHO
KouTpons HaJ BRIMOTHEHHEM aHTUBUPYCHOU 3aIIUTHI ExxenenensHo
Kontposne Hajx cobmrofeHreM pexxuMa 3aIiiThl TP ExenenensHo
MOJKIIIOYEHUH K CETsIM OOIIEro mojib30BaHus U (M)
MEKAYHApOJHOTro oOMeHa
IIpoBeneHre BHYTPEHHUX IIPOBEPOK HA IPEAMET BBISIBICHHUS Exeronno
W3MEHEHUH B pexxnme 00paboTku u 3ammThl 1110
KonTposb 3a 00HOBIICHHSIMH ITPOTPAMMHOI0 00ECTICUCHUS U ExenenensHo
enauHoobOpasus npumensiemoro I10 Ha Bcex anementax UCI/In
KonTpoub 3a obecnieueHreM pe3epBHOIO KOTHPOBAHHS Exemecsano
Opranu3zanus aHajan3a U NepecMoTpa UMEIOIINXCS YTPo3 Esxxeromno
0e3onacHoctH [1/]H, a TakKe MpecKa3aHKue MOSBICHHS HOBBIX,
eIle HeU3BECTHBIX, YIpo3
Hozmepn(aHHe B aKTyaJIbHOM COCTOAHUU HOPMATUBHO- Exxemecsano
OpPraHn3allMOHHBIX JTOKYMCHTOB
KoHTpomns 3a pa3paboTKoil 1 BHECEHHUEM U3MEHEHUHN B Exemecsuno
porpaMMHOe o0ecreueHre COOCTBEHHON Pa3paOOTKK UK
mraTtHoe 110, cnenmanpHO HOopabaThiBagMoe COOCTBEHHBIMHU
pa3pa60T'~H/IKaMI/I WM CTOPOHHUMU OpPraHU3alsIMA
TectupoBaHue peanu3anuy npaBui GuiabTpanuu Ha M3, ExemecsuHO

HacTpoek cucteMbl 3amuThl 0T HCJI, cucTeMbl 3aIuThI OT
BHPYCOB, CHCTEMbI OOHAPY>KEHUS BTOPKEHUH U aHaJM3a
3aIIMILEHHOCTH




3. TpeGoBaHusi no odecnevyeHNI0 0€30NMACHOCTH NMEPCOHAIBHBIX JAHHBIX

BriOpannbie U peann3oBaHHBIE Mephl 10 obecriedeHnio O6e3onacHoctu [1/IH momkHBI 0OecnieunBaTh
HEUTpaTU3alrio TPEANoaraéMpIX yrpo3 0e30MacHOCTH TMEPCOHANBHBIX MAHHBIX, MPU UX O0pabOTKEe B
MH(OPMAIMOHHBIX CHCTEMaX B COCTABE CUCTEMBI 3aLIUThI IEPCOHATBHBIX JaHHbIX OpraHnuzanuu.

Cucrema 3aluThl IEPCOHAIBHBIX JaHHBIX, CTPOUTCS Ha OCHOBAHUU:

e Mogenu yrpo3 0€30MacHOCTH TMEPCOHAIBHBIM JaHHBIM MPH WX 00paboTke B MH(MOPMAIIMOHHON
cucteme nepcoHabHbIX HaHHBIX «Cotpynuuku» JII' MAJIOY «ICOB Ne 3 «CeTisiuok»;

e Mogenu yrpo3 0€30MacHOCTH MEPCOHAIBHBIM JAHHBIM TPH HX 00paboTKe B MH(POPMAITMOHHOU
cucteMe nepcoHanbHbIX HaHHbIX «Bocnutanaukmy JII' MAJIOY «JICOB Ne 3 «CpeTisiuok»;

e TeXHMYECKOTO MPOEKTa «CHCTEMBI 3aAIIUTHI NMEPCOHAIBHBIX JAHHBIX MH(POPMAMOHHBIX CHCTEM
nepcoHanbHBIX AaHHBIX JII' MAJIOY «JICOB Ne 3 «Cetnsauok»;

e PykoBomsamux qokymeHToB ®CTIOK u ®Ch Poccun.

BriOpannbie HeoOxoaumble Meponpuatusa mno 3amure I1J[H oTpaxarorcs B «ONuCaHUU CHCTEMBI
3amuThl iepcoHanbHbIX JaHHBIX JII' MAJIOY «JICOB Ne 3 «Cetnsauox».

3.1. Tpe6oBanus no odecneyenuio 3ammMThl B UCIIH «Corpyanukun» u UCIIIn
«BocnuTaHHUKW)

Jmst 3amuter ot HCJ B UCIIJIH Ha pabouux CTaHIMSIX W CEpBEpax YCTAHABIMBACTCS CPEICTBA
3amuThl HH)OPMAIH, 00ECTIEYHBAIOIINE:

— Unentudukamnys u ayreHTHOUKALNS TOIh30BaTEICH, SIBISIFOIIUXCS pA0OOTHUKAMHE OTIepaTOpa;

— VYmpaBineHue HISHTUPUKATOPAMH, B TOM YHCJIE CO3/JaHWE, IPHCBOCHUE, YHUYTOXKCHHE
UJEHTU(PUKATOPOB;

— YmpaBieHHe CpeACTBAMH ayTCHTH(HUKAIIMU, B TOM YHCIE XpaHCHHWE, BbIJa4ya, WHHUIIMATH3AIHS,
OJIOKMPOBAHHE CPEJICTB ayTeHTU(UKAIIMU U TPUHATHE MEp B Clydae yTparhl W (WJIM) KOMIIPOMETAIUH
CPEICTB ayTeHTU(DUKAIUH;

— 3ammTa 0OpaTHOM CBSI3U MPHU BBOJE ayTEHTU(DUKAITMOHHON HHGMOPMAITIH

— Wnentudukanus u ayreHTUQUKAIUS MOJIb30BaTeNe, HE SBJSIONIMXCS paOOTHUKAMM olepaTopa
(BHEUTHUX TOJIB30BaTEINEH);

— VYmnpapnenue (3aBefeHHME, AKTHUBALMS, OJIOKMPOBAHWE W YHUYTOXKEHHUE) YUETHBIMHU 3alHCSIMU
0JIb30BAaTeNe, B TOM YUCIIe BHEITHUX MOJIb30BaTeNeh

— Peanuzanms He0OXOAMMBIX METOJIOB (IUCKPEIIMOHHBIN, MaHIATHBIA, POJICBOW WJIM WHON METON),
TUIOB (YTEHUE, 3aMUCh, BBIMOIHEHUE WM UHOMW THIT) U MPaBUJl pa3rpaHUUYEHUS TOCTYIa;

— VYmpasnenue (unbTpanus, MapuIpyTH3alusi, KOHTPOJIb COCAMHEHUI, OJHOHAIpaBICHHAs
neperaya M HMHbIE CHOCOOBI ympaBiieHWs) WHGOPMALMOHHBIMU TIOTOKaMU MEXAYy YCTPONCTBaMH,
cerMeHTaMu HH(GOPMAITMOHHON CHUCTEMBI, a TAaKXkKe MEXIY HHPOPMAIIMOHHBIMU CUCTEMaMH;

— Pasnenenne mosHomoumii (poseil) monb3oBarenei, aAMHUHUCTPATOPOB U JIMII, 0OECIEUNBAIOIINX
(GbyHKIIMOHUPOBaHUE WH(DOPMALIMOHHON CUCTEMBI;

— Ha3naueHre MUHUMaJIbHO HEOOXOIUMBIX MPaB U MPHUBHIETHI MOJB30BATENSIM, aIMUHUCTPATOPaM
U uiamM, o0ecrnevynBaromuM (PyHKIIMOHUPOBAHIE HH(POPMALIMOHHON CUCTEMBI;

— OrpaHuyeHue HEYCHEIIHbIX TMOMBITOK BX0Ja B HMHPOPMAIMOHHYIO CHCTEMY (ZIOCTyma K
MH(POPMAITMOHHOM CHUCTEME);

— Peanu3anus 3aniuiieHHOT0 YAaIE€HHOTO JOCTyNa CyObEKTOB JIOCTyMa K 0OBEKTaM JO0CTyIa depes
BHEIITHUE UHPOPMAIIMOHHO-TEIEKOMMYHHKAIIUOHHBIE CETH;

— VYmpaBneHue B3auUMOJCHCTBHEM C HH(DOPMAIMOHHBIMU CHCTEMaMH CTOPOHHHUX OpTraHHU3aIlfii
(BHEmHNUE HH(POPMAIITMOHHBIE CHCTEMBI);

— Onpenenenue coObITHI 0€30MACHOCTH, MOAJIEKAIUX PETUCTPAIINH, U CPOKOB HX XPAHEHHUS,

— Ompenenenue coctaBa W cojJepkaHus MHPOPMAIUU O COOBITHSX O€30MAaCHOCTH, MOJIEeKAIINX
perucTparmm;

— COop, 3amuch U XpaHeHHe MHPOPMAIMH O COOBITUSAX OE30MACHOCTH B TEUCHHE YCTAHOBIEHHOTO
BpEMEHU XpaHCHHUS,

— 3amuTa MHPOPMAIIH O COOBITUIX 0€30MaCHOCTH;
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— Peanu3zanus aHTUBUPYCHOM 3allUTHI;

— OOHoBeHue 0a3bl JaHHBIX MPU3HAKOB BPEJIOHOCHBIX KOMIBIOTEPHBIX IPOTPaMM (BUPYCOB);

— Oprasuzainus KOHTPOJIUPYEMOM 30HBI, B IIpeienax KOTOPOHl IOCTOSHHO —pa3MelaroTCs
CTallMOHAPHBIE TEXHUYECKHE CpelICTBa, oOpabaThiBarone HWHGOpPMAIMIO, M CPEICTBA  3aAIIUTHI
nHpOpMaINY, a TaKXKe CpeacTBa obecrieueHus (PyHKIIMOHUPOBAHHUS;

— KoHTposp u ynpaBieHne GU3NYECKUM JIOCTYIIOM K TEXHHYECKUM CpEICTBAM, CPEICTBAM 3alIHTHI
uHbOpMaIKY, CpeAcTBaM olecriedeHHus (YHKIIMOHUPOBAHHS, a TAaKXKe B TOMEIIEHUS M COOPY)KCHHUS, B
KOTOPBIX OHHM YCTaHOBJICHBI, MCKIIOYAOUINE HECAHKIIMOHMPOBAHHBIN (PU3MUECKUI OCTYI K CpEACTBam
o0paboTkn  WHpOpPMAIUKM, CPEICTBAM  3alIMTHl  HHPOPMAIMK W CPEACTBAM  OOCCIICUCHHUS
(GYHKIMOHUPOBAHUST WH(POPMALMOHHOM CHCTEMBI, B TIOMEIICHUS M COOPYXEHHS, B KOTOPBIX OHHU
YCTaHOBJIEHBI;

— Pa3memienne  ycTpoilcTB  BhIBOja  (oTOOpakeHHMs1)) HWH(OpMaImu, HMCKIOYAIONee  €¢
HECAHKIIMOHUPOBAHHBIA IPOCMOTP;

— KoHnTtpone ycraHOBKM OOHOBJIEHHMH MPOrpaMMHOTO oOOecCreueHus, BKIOYas OOHOBIEHUE
MIPOrpPaMMHOTO OOECTIeueHus CPECTB 3alIUThl HH(DOpMAIIH;

— Kontpons paboTocrnocoOHOCTH, MapaMeTpoB HACTPOMKU M MPABWIBHOCTH (DPYHKIIMOHUPOBAHUS
MIPOrpaMMHOTO OOECTIeUeHus U CPECTB 3alIUThl MH(OpMaINY;

— KoHTponp cocTaBa TEXHHUYECKHX CPEACTB, MPOTPAMMHOTO OOECTICUSHHS] W CpPEACTB 3allHThI
uHpopmanuy;

— OOecrieyeHne 3alIUTHI MEPCOHATBHBIX JAHHBIX OT PACKPHITHSA, MOTU(PHUKAIMA ¥ HaBS3BIBAHHS
(BBOA JTOXKHOW MH(POpPMALIUK) TIPH €€ Tiepeaade (MOATOTOBKE K TMepeaaye) Mo KaHalaM CBSI3H, UMEIOIUM
BBIXO/I 32 TIPE/IEIbl KOHTPOIMPYEMOW 30HBI, B TOM YHCIIEe OECITPOBOIHBIM KaHAJIaM CBSI3H.

3.2. TpeGoBanus no opranuzaunuu odecneuyenus dezonacuoctu B UCIIAn

Peructpupyemsbie cucremoit 3ammutel oT HCJI coObITHs 6€30MacHOCTH Ha KOMIIBIOTEPAX U CEpBEpax
UCII[JH nopKHBI TPOCMATPUBATHCA M AHAIM3UPOBATHCS HA HAJW4YWE HE CAaHKIIMOHUPOBAHHBIX JIEHCTBUH
AIMUHUCTPATOPOM O€30TTaCHOCTH IO PACIMCAaHUIO, YKa3aHHOMY B TyHKTe 2.4. J{ns 3 deKkTuBHOM 3amnuThI
OT BPEIOHOCHBIX MpOTpaMM W BHUPYCOB Ha KommbloTepax u cepepax WCII[H nepuommvecku (1o
pacmnucaHuio, yKa3aHHOMY B ITyHKTE 2.4) HOJKHBI IPOBEPATCS KYPHAIIBI CUCTEMbI aHTUBUPYCHOM 3all[UTHI.

Jst ob6ecneyenuss 3amuthl MCIIH ot yrpo3 6e3omacHoctu [IJI[H B Opranm3anud HE0OX0AMMO
00ecTeunTh:

® KOHTPOJIb JOCTYIa IIOJIb30BaTeNe K 3alllUIIaeMbIM pecypcaM B COOTBETCTBUM C MaTpHIel
JIOCTYTIa;

e y4yeT BCEX 3alllUIAEMbIX HOCUTENed MHGOPMAIMU C MOMOLIBI0 UX MAapKUPOBKU U 3aHECEHUE
YUETHBIX JaHHBIX B KypHaJl yueTa ¢ OTMETKOI 00 uX Bbliaue (IIpHeme);

e (usnueckas oxpaHa TEXHUYECKHX CPEJICTB MHPOPMAIIMOHHON cHCTEeMBbI (YCTPOMCTB M HOCUTENEH
uHpopmanuu), MpeaycMaTpuBaromias KOHTPOJIb JOCTyla B IMOMENIEHUS NOCTOPOHHUX JIMI, HalU4He
HAJEKHBIX NPEMATCTBUMA Ui HECAaHKIMOHHUPOBAHHOTO MPOHUKHOBEHHUS B TOMEUICHUS M XPaHWIHIIE
HOCHUTeINeH HHPOpMAaIHH;

e HamUM4Me€ CPEICTB  BOCCTAHOBJIICHHMS  CHCTEMBbl  3aIlUTHl  MEPCOHAIBHBIX  JAHHBIX,
MpeyCMaTPUBAIOIIUX BEJCHUE JIBYX KOMHUIl MPOTrpaMMHBIX KOMIIOHEHTOB CPEACTB 3alllMThl HH(OpMAIUH,
WX MEepUOInYeckoe OOHOBJICHHE U KOHTPOJIb pab0TOCIIOCOOHOCTH.

e mporecca KOHTPOJS 3a IEIOCTHOCThIO MPOTPAMMHONW W HH(POPMAIIMOHHOW YacTH, MPOLEAYpPHI
BOCCTaHOBIIEHUS (110 paCMUCaHUIO, YKa3aHHOMY B ITYHKTE 2.4).

3.3. Ilopsinox opranmsanun gocryna k MCILIn
Bce nonb3oBarenu UCII[AH nosmxHbl uMeTs goctyn K pecypcam MCIIJIH TOJNBKO B COOTBETCTBUU C
pa3pelleHnsIMH, YCTaHOBJIEHHBIMU B «Matpuiie noctyna noss3oBarenei k pecypcam UCITa».
Opranuzanusa aoctyna HOBoro nosb3oBareneil k pecypcam MCII/IH ocymecTBiseTcs cleqyomuM
obpazom:
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1. CornmacoBanme paoctymna mois3oBarenst k pecypcam MCII[Im u moGaBiieHue MOIB30BATENs B
«CrucoK JII, JOCTYH KOTOPBIX K NMEPCOHAIBHBIM JaHHBIM, 00pabaTsiBaeMbix B MCII/IH HeoOxoaum st
BBITIOJTHEHUS CITY)KEOHBIX (TPYIOBBIX) 00S3aHHOCTEH»;

2. O3nakomJeHue noJb3oBarens ¢ «llonoxxennem 06 o6padboTke u 3amuTsl [1[1n B Opranuzanumn» u
ucTpeboBaHue ¢ nMojabp3oBarens noanucanus «Cornamenus o Hepasraamennu [ a»;

3. Co3gaHue y4yeTHOM 3allMCH TOJIB30BaTENsl M OpraHu3alusl JOCTya B COOTBETCTBUU C
paspenieHusaMH, 3aUKCUPOBaHHBIMU B «Martpuiie noctymna mnojs3oBarenedt k pecypcam UCIIHu». [lpu
HEOOXOMMOCTH yhalieHusl JocTyna mnoib3oBarenss K pecypcam HWCII[n (B ciy4asx yBOJbHEHUS
COTPYIHMKAa W T.NI.) HEOOXOJAMMO 3a0JIOKHMpOBaTh (WJIM YIAJIUTh) YUETHYIO 3allMCh TOJb30BaTeNsd M
OTKOpPpEKTHpoBaTh «CIMCOK JIMI, JOCTYIl KOTOPbIX K IE€PCOHAJIbHBIM JaHHBIM, OOpaldaThIBAEMbIX B
NCTI/In HeoOxoquM /17151 BBIIIOJIHEHHUS CIIY’KE€OHBIX (TPYIOBBIX) 00S3aHHOCTE».

3.4. [lopsiiok 00padOTKN MHIHUIEHTOB 0€30MACHOCTH
[Topsinox 00paboTku uHIMAEHTOB Oe3omacHocTH II/IH ommcan B «MHCTpyKIMHM NO OpraHu3alyu
pesepBupoBanus u BoccranoBienust UCIIIH, o6paboTka unimaentos 6e3omnacHoctu UCTT .

3.5. Ilopsiiok BBINOJIHEHHUS MPOLeYP Pe3epPBHOI0 KONMMPOBAHUA

[Topsanok mpouenyp pesepBHoro konupoBaHus II/[n omucan B «MHCTpyKUMH MO OpraHu3aiuu
pesepBupoBanus u BocctanoBienust UCIIIH, 06padoTka nammaenToB 6ezonacuoctu UCIT r».

11



4. IToab3zoBateau UCIAn
B Opranuzanum MOKHO BBIIEIUTH cieayromue rpymnmnsl nosb3osareneit UCII/H, yyacTByromux B
obpaboTke u xpanenuu [1/1H:
e AnMUHUCTpaTOpa 0€30TIaCHOCTH;
e Onepatopa APM;
JlaHHBIE O Tpynmax MOJb30BATENSIX, YPOBHE MX JOCTYyMa M HH(OOPMHUPOBAHHOCTH JOJDKEH OBITh
OTPa)KEH B MaTpHIIE JOCTYIa moJib3oBaTeneit k pecypcam UCIIH.

4.1 AxmuHuCcTpaTOp 0€301aCHOCTH

AnmuHucTpaTop 0€30MacHOCTH, COTPYAHMK OpraHu3aluy, OTBETCTBEHHBIN 3a (QYHKIIMOHMPOBAHHE
C3I1H, BKItOYas 00CayKMBaHUE U HACTPOINKY aIMUHUCTPATUBHOM, CEpBEPHON U KIIMEHTCKON KOMIIOHEHT
NCTI/n.

AnmuHMCTpaTOp 06€3011acCHOCTH 00J1a/1a€T CIEAYIONIUM YPOBHEM JIOCTYIA U 3HAHUMA:

e o6nagaer npaBamu Anmunucrparopa UCIIIH;

e 00namaer nmonHou uHpopmanueit 06 UCII/IH;

® MMEeT JOCTYN K CpeACTBaM 3allUThl MHPOpPMALMHM U MPOTOKOJUPOBAHUS M K YacTHU KIIFOUEBBIX
anemenToB UCTI/IH;

e HE UMEET MpaB JOCTyNa K KOH(DUTYpHUPOBAHUIO TEXHHYECKHX CPEJCTB CETH 3a HCKIIOYEHHEM
KOHTPOJIbHBIX (MHCIEKIUOHHBIX). AIIMUHUCTPATOP 0€30MaCHOCTH YIOJIHOMOYEH:

® peanu30BBIBATH MOJUTHKU Oe3omacHocTd B yacTu HacTpoiikun CK3M, MexceTeBbIX SKpaHOB U
CUCTeM OOHapyXeHHs aTaK, B COOTBETCTBMM C KOTOpPBIMU NoJib30oBarenb (Omeparop APM) nomyudaer
BO3MOJKHOCTB paboTats ¢ anemernTamu UCI/IH;

® OCYIIECTBJIATH AyAUT CPEJICTB 3aALIUTHI;

® YCTAHABJIMBATH JOBEPUTCIIBHBIC OTHOLICHMS CBOCH 3allMIICHHOM CETH C CEeTAMHU JPYTHX
Opranuzanuu.

4.2 Oneparop APM

Omnepatop APM, cotpyaauk Opranuzanuu, OCyiecTBIIoNmui oo6padotky I1/1H.

O6padoTtka [1JIH BKIFOYaeT: BO3MOKHOCTH mpocMoTpa I1/1H, pyunoii BBox I[1JIn B cucremy UCIIH,
(dhopMupoBaHKE CIIPABOK M OTYETOB 10 MHMOopMarmu, noiaydenno uz UCII/,.

OmnepaTop HE MMEET MOJHOMOYMM JUIsS yIpaBlieHUs mojacucreMamMu oopadotku gaHHbIX u C3I1/IH.
Omnepatop UCIIIH oGmaaet ciaeayomuyM YpOBHEM A0CTYNA W 3HAHUM:

e o0nazaeT BCeMU HEOOXOAUMBIMU aTpuOyTamMu (HampuMmep, maposieM), 00eCIeurnBarOIUMU A0CTYI
K HEKOTOpOoMY o AMHOKecTBY 11/1H;

e pacroJiaraeT KOH(UICHIINATbHBIMHU JAHHBIMU, K KOTOPBIM UMEET JIOCTYIL.

e o0yiaaet yacThio MHGOPMAIIUU O TEXHUYECKUX cpencTBax u koHpurypamuu UCITIH;

e yMeeT (PU3MYECKHM AOCTYN K TEXHMUYECKUM cCpeicTBaM 00paboTku HHGPOpPMAIMM U CPEeICTBaM
3aIlUTHI;

® 3HAET, 110 MEHbIIIEH Mepe, OJTHO JeralbHOe UMS IOCTYTIA.
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5. TpeGoBaHusi K epcoHAaJIy 0 00ecre4eHUI0 0e30NIACHOCTH MEPCOHATBHBIX JAHHBIX

Bcee corpynnuku Opranuzanuu, sBistouiuecs: nois3zoBatesnsMu VMCIIIH, DODKHBI 4ETKO 3HATh U
CTPOTO BBITIOJIHATH YCTAHOBJICHHBIC MpaBUia U OOS3aHHOCTH IO JOCTYIMY K 3allUIIaeMbIM OOBEKTaM MU
COOIOICHUIO IPUHSATOTO pekuma Oe3omacHocTw [1/1H.

[Ipu BcTymieHUH B AOHKHOCTH HOBOT'O COTPYAHMKA HEMOCPEACTBEHHBIN HauYalbHUK 0/1pa3/iesieHus,
B KOTOpOE OH IIOCTYyIaeT, 00sf3aH OPraHM30BaThb €ro O3HAKOMJICHHE C JOJDKHOCTHOW MHCTPYKLUEH U
HEOOXOMMBIMU JTOKYMEHTaMH, PETJIaMEHTHPYIOUIMMHE TpeboBaHus 1o 3amute 11J[H, a Takxke oOydeHue
HaBbIKaM BBINIOJIHEHUSI TPOLIEYP, HEOOXOAUMBIX Uil CAHKLIMOHUPOBAaHHOTO HctoJib3oBanus UCII/IH.

CoTpyAHUK JOKEH OBITh 03HAKOMJIEH CO CBEJACHHUSMH IOJIOKEHUS MO0 00paboTKe M 00ECeueHUI0
0€30I1aCHOCTH NEPCOHATIBHBIX JaHHBIX, 00padaTeiBaeMbIX B OpraHu3anuu.

Cotpynuuku OpraHu3anyi, HCIOJB3YIOIIME TEXHUYECKHE CpEACTBA ayTeHTH(HUKALWHU, JOJKHEI
obecnieunBaTh COXPaHHOCTh MIAEHTU(PUKATOPOB (JEKTPOHHBIX Kitouel) u He gomyckatb HCJl x HuM, a
TaK)K€ BO3MOXKHOCTh MX YTEPU WM MCTIOJIb30BaHUS TPETHUMHU JIUIIAMHU.

[Tonb3oBarenyu HECYT EPCOHATIBLHYIO OTBETCTBEHHOCTh 32 COXPAaHHOCTh UJIEHTU(UKATO POB.

Cotpyanuku OpraHuzaluyd JOJDKHBI  CJIE€IOBaTh YCTAHOBJIIEHHBIM MPOLEAYpaM IMOJIEpP KaHUS
pexuma Oe3zonmacHoctu IIJ[H mpu BbIOOpE M HCHONB30BAaHUM MApoJel (eciM He HCHOJB3YIHOTCS
TEXHUYECKUE CPEACTBA ayTeHTU(PHUKAIINN).

Cotpynnuku OpraHuzalnuy JOJDKHBI  OOeCleyuBaTh HaJUIekKallylo 3alluTy o0OopyaoBaHUS,
OCTaBlIIeMOro 0e3 MpHUCMOTpa, OCOOEHHO B TeX ciyyasX, KOIrjJa B IIOMEIIeHHEe HMEIOT JOCTYI
MIOCTOPOHHUE Jinla. Bece monb3oBarenu N0JKHBI 3HaTh TpeOoBaHus 1o OezonacHoctu I1/IH u npouenypsl
3aIMTHl 000PYAOBaHUS, OCTAaBIEHHOTO 0€3 MPHUCMOTPa, a TAKXKE CBOM OOSI3aHHOCTH IO OOECIEYCHHIO
TaKOM 3alUThI.

CoTpyaHHKaM 3alperiaeTcs yCTaHaBJIUBaTh OCTOPOHHEE MTPOrpaMMHOE 00ecredeHne, MoIKII0YaTh
JUYHbIE MOOWJIbHBIE YCTPONCTBA M HOCUTENH MH(DOPMAIMM, a TaKXKe 3alMChIBaTh HA HUX 3al[UIIAEMYIO
nH(pOpMaIHIo.

CoTtpyaHukaMm, a TakkKe OBIBIIMM COTpPYAHHUKAM, 3alperiaercs pasriamarh 3alifiliaeMyro
nH(popMalnio, KOTOopasi cTaja UM U3BECTHA MpU padoTe ¢ HHPOPMALIMOHHBIMU cucTeMamMu OpraHuzanuu,
TPETHUM JIUIAM.

[Ipu pa6ore c I[I/ln B UCII[IH corpymuuku OpraHuzanuu o00s3aHbl 00€CIEUUTh OTCYTCTBHE
BO3MOKHOCTHU npocMoTpa [IJIH TpeTbumu nuunamu ¢ MOHUTOpOoB APM unu tepmunanos. [Ipu 3aBepiiennu
pabotel ¢ UCII/IH coTpynHuku o0s3aHbl 3amuTuTh APM WM TEepMHHAIBI C TOMOIIBIO OJOKHUPOBKHU
KIFOYOM WJIM SKBUBAJIEHTHOTO CPEACTBA KOHTPOJS, HAmpuMep, JOCTYIIOM IO Mapoiio, €Cid He
HCIOJIb3YIOTCSl O0JIee CUIIbHBIE CPEJICTBA 3aLUTHI.

Cotpyanuku OpraHuzaluy JOJDKHBI OBITH MPOMH(OPMHUPOBAHBI 00 Yrpo3ax HapylIEHUs pexhMa
6e3omacHoctu IIJlH M OTBEeTCTBEHHOCTH 3a ero Hapymenue. OHU JOJDKHBI OBITh O3HAKOMJIEHBI C
YTIBEpXACHHON (opManbHON MPOILETypOill HAJNOXKEHUS AUCUUIUIMHAPHBIX B3BICKAHHM Ha COTPYIHHUKOB,
KOTOpbIe HApYIIWIU IPUHATHIE MOJIUTUKY U Mpolenypsl 6e3onacHoctu [1/[H.

Cotpyanuku 00s3aHbl 6€3 MpoMeIeHHsT coo0IaTh 000 BceX HAOMIOIaeMbIX WM MOJ03PUTEIbHBIX
ciyyassx padorsl MCIIJIH, koTOpble MOryT moBjeuYb 3a coOoil yrpossl 6e3omacHoctu [1/IH, a Takxke o
BBISIBIICHHBIX MU COOBITUSX, 3aTparuBaromux 6ezonacHocts [1JIH, pyKOBOACTBY MOApa3AeieHUs U JIHILY,
OTBEUAIOLIEMY 32 HEMEJIEHHOE pearupoBaHue Ha yrpo3bl 0ezonacHoctu [1/[H.

KonTpoans 3a co0jiiogeHueM, Bblllle ONMMCAHHBIX TPeOOBAHUI MO 3alIMTE MEPCOHAIBHBIX
JAHHBIX cOTPyAHHKaMH OpraHu3anuy, BO3JIaraercsi Ha OTBEeTCTBEHHOI'0 110 3amuTe nHpopmanun B
HCII/IH ¥ 0OTBETCTBEHHOI'0 32 OPraHU3AIUI0 00PA00TKH NEePCOHANBHBIX JaHHbIX B Oprannzanmn.
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6. JloskHocTHBIE 0013aHHOCTH NoJb3oBaTeneid UCIIIn
JlomkxHocTHBIE 00s13aHHOCTH TIob3oBarenel MCII/H onrcanbl B CeayOmuX JOKYMEHTaX:

e IHCcTpyKIMs aIMUHUCTpAaTOpa OE3011aCHOCTH;
e nctpykuus nons3oBatens o skciuryatanuu C3U B UCIT/H;

e HHcrpykuus no opraHusanuu pesepBupoBaHuss U BoccraHoBieHuss WCIIJIH, oOpaboTka
MHIMIEHTOB Oe3onacHoctH [1/1H;

e ncrpykuus nons3osateneid UCI1/IH.
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7. OrBercTBeHHOCTDH cOTPYAHUKOB UCII/IH Opranuszanumn

B cootBerctBuu co cT. 24 denepanbHoro 3akoHa Poccuiickoit ®enepaunn ot 27 utonst 2006 r. Ne
152-®3 «O nepcoHaNbHBIX JaHHBIX» JULA, BUHOBHBIE B HapyllleHUU TpeOoBaHuil JaHHoro denepaibHOro
3aKOHA, HECYT TpaXJaHCKYIO, YrOJIOBHYI, aJMUHUCTPAaTUBHYIO, JUCHUIUIMHAPHYI0 U  HUHYIO
MPEyCMOTPEHHYIO 3aKOHOAATENBCTBOM Poccuiickont @enepanuu OTBETCTBEHHOCTD.

JlelicTByromee 3aKOHOMATENBCTBO P@ mMO3BONSET MPEabSBIATh TPeOOBaHHA MO OOECIICYCHHUIO
6e3omacHOi paboTHI ¢ 3amumaeMoil nHGopMaen u mpeaycMaTpruBaeT OTBETCTBEHHOCTh 32 HAPYIICHUE
YCTaHOBJIEHHBIX INpaBUi dKcIuTyaTauuu OBM u cuctem, HenmpaBOMEpHBIH AOCTYN K MH(QOpMAIUH, €Ciu
9TH AECUCTBUS MPUBEIHM K YHUUYTOKEHUIO, OJIOKMPOBAHNIO, MOAU(PUKAIMN MHPOPMALMN WK HaPYIIEHUIO
paboter DBM unm ceteii (crateu 272,273 u 274 YK PO).

Anmmvunuctparop UCII/x n aqmunucTpaTop 6€30MacHOCTH HECYT OTBETCTBEHHOCTH 34 BCE JICHCTBUS,
COBEPIICHHbIE OT MIMEHU UX YUYETHBIX 3alUCEN WJIM CUCTEMHBIX YUETHBIX 3allMCeH, €clii He JoKa3aH (akT
HECaHKIIMOHUPOBAHHOIO UCIOJIb30BaHNUs YUETHBIX 3aIUCEH.

[Ipn Hapymenusx corpyanukamu Opranuzanuu — nonb3oBarenedt UCII/IH npaBui, cBS3aHHBIX C
6e3omacHocTbiO [1/IH, OHHM HECyT OTBETCTBEHHOCTh, YCTAHOBJICHHYIO JAEMCTBYIOUIUM 3aKOHOJATEILCTBOM
Poccuiickoit ®enepanuu.
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